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Executive Summary 

Carleton University proposes to extend the use of managed email services offered by Microsoft 
Corporation to faculty and staff. The provision of this email service may be characterized as the provision 
of "cloud computing" services where the consumer uses the provider's applications which are accessible 
from various devices through a thin client interface --in Carleton's case, browsers or mail applications. 

Carleton has commissioned a privacy impact assessment to understand and manage any associated 
privacy risks that may arise. The scope of this assessment does not extend to the use of any other 
application offered under the package of service offerings known as Office 365. Also, this report is not an 
audit of the privacy and security measures described in this document and implemented by Microsoft. 
Reliance is placed on the materials and responses provided by Carleton University and have not been 
verified as to the actual operation of the controls in place. 

The framework for assessment in this report uses two aspects or dimensions: 

• Carleton's obligations under the Freedom of Information and Protection of Privacy Act; and 
• The ten principles found in the Canadian Standards Association Model Code for the Protection of 

Personal Information ("CSA Code"). 

All personal information is to be stored in Microsoft data center(s) located in the United States. Because 
of its relevance, the storage of personal information outside of Canada is given particular consideration. 

Faculty/staff currently use Exchange 2007 on premise, which following migration, will change to 
Exchange 2013. In terms of features, this upgrade will not affect functionality. The features to be provided 
include: 

• Email with send, receive, forward, attachments, automated responses, distribution lists 
functionality; 

• Contacts- A database of contacts and colleagues, including contact information and notes about 
their relationship to the individual. Contacts could be of a personal or professional nature. 

• Calendaring -A calendar that includes their daily schedule. 

• Public Folders and Shared mailboxes -A functionality that allows users the ability access to 
shared mailboxes and public folders through which there can be access to common repositories 
of emails, calendar and contacts. 

• Notes, tasks, journal, RSS feeds -There are several other features of the Exchange service that . 
allow the free form entry of data and information. 

When considering the use of a third party service provider, one has to consider the physical, procedural 
and technical measures implemented by that provider are appropriate so as to protect the data in 
question from unauthorized access or modification. 

With respect to email, a limited number of specific data elements provided to Microsoft including name, 
title, telephone number, department and role. 

Since email is a communication tool the existence and content of such emails and any attachments may 
also be considered relevant personal information although the nature of the data elements within such 
messages and attachments is unknown and, depending on the extent of the reliance of the user on the 
tool, can vary from mundane to extremely sensitive. 
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Metadata and statistical information may also be derived from faculty/staff use of the email service and 
Microsoft may also collect "service data" related to end user computers and service use. 

Privacy risks may be characterized as "individual" or "organizational". Organizational privacy risks 
manifest themselves in a variety of ways and involve "persons at risk" and/or "vulnerable populations". A 
"person at risk" is an individual whose circumstances are such that they may face physical or 
psychological harm or commercial exploitation of their personal information. "Persons at risk" include 
public proponents of controversial views and it is possible that within the faculty there may well be 
"persons at risk" given the exercise of academic freedom in any particular instance. 

It may be viewed as an understatement but the use of a service resulting in the storage of email in the 
United States, especially in a "post-Snowden" world of widespread data collection and surveillance by 
government, will attract attention from faculty and staff who may have justifiable concerns if stated views 
attach attention from American authorities. Having said that, this may be characterized as a political risk 
as opposed to a legal one since the IPC has expressly opined on the subject of FIPPA and the storage of 
personal information in the United States is permissible provided security measures are adequate. 

It is clear that Carleton recognizes its accountability for with respect to personal information held by it on 
behalf of providers and the agreement between Microsoft and Carleton reflects those obligations and 
Microsoft's statements as to security measures. Not unexpectedly, Microsoft has taken an extensive and 
sophisticated approach to information security with respect to the data center(s) hosting its Office 365 
offerings. 

Aside from the emotionally and politically charged issue of personal information storage in the United 
States, there are few privacy-related issues arising out of this initiative. Provided some adjustments can 
be made, the use by Microsoft of personal information, held as part of the provision of a hosted email 
service, is such that a reasonable person would consider it appropriate in the circumstances. 

For Carleton, a small number of recommendations are made: 

1. Since the integrity of a record is linked to the concept of accuracy, any decision made by the 
university using records as evidence and any access request process should include a request to 
Microsoft to confirm the integrity of the information at the time the personal information is received 
from Microsoft. 

2. Because the language is broad, vague and provides Microsoft with much discretion Carleton may 
wish to clarify the contract language to better specify the circumstances where Microsoft should 
"respond to lawful requests or legal process". 

3. While the Microsoft agreement does provide that Microsoft will endeavor to provide notice of access 
requests, the language should be adjusted to change from constitutes "post event" notice to "pre 
event" notice where feasible and permitted by law. This will permit the university to consider whether 
or not to challenge such requests. 

4. In the interest of greater transparency, Carleton should amend policy statements and notices to 
indicate that personal information within the email system is stored in the United States and subject 
to the laws 0f that jurisdiction 

Cygnos Information Security (RCGT Consulting Inc.) 
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1 Context of Assessment 

1.1 Introduction 

Carleton University ("Carleton") is a post-secondary educational institution located in Ottawa, Ontario. 
The university offers undergraduate and graduate degree programs in six faculties to approximately 
26,000 students. It has approximately 2000 faculty and staff. 

Carleton proposes to extend the use of managed email services offered by Microsoft Corporation 
("Microsoft") and branded by that company as "Outlook" or "Outlook Live" to faculty and staff at the 
university. For ease of reference in this document, the service in question is described as "Office 365" 
although it is to be emphasized that only the email portion of what Microsoft calls Office 365 is the subject 
of this assessment. The university is considering this transition to the third party provision of email 
infrastructure and services as a result of anticipated cost savings and a more efficient service offering. 
Accordingly, it has commissioned this privacy impact assessment ("PIA") to understand and manage any 
associated privacy risks that may arise. 

The provision of email services by Microsoft to Carleton may be characterized as the provision of web
based or "cloud computing" services in the form of Software as a Service ("SaaS'J where the consumer 
uses the provider's applications which are accessible from various devices through a thin client interface 
(in Carleton's case web-based email). With Office 365, as well as the application, Microsoft also controls 
the underlying infrastructure including network, servers, operating systems and storage. 

1.2 Scope of Assessment 

The scope of this PIA concerns the provision of web-based. email and related services offered by. 
Microsoft to Carleton University faculty and staff. It does not extend to the use of any other application 
offered under the package of service offerings known as Office 365. Should any decision be taken to 
expand the use of Microsoft's service offerings, a supplemental review of the privacy issues would be 
appropriate at that time. 

This report is not an audit of the privacy and security measures described in this document and 
implemented by Microsoft. Reliance is placed on the materials and responses provided by Carleton 
University and have not been verified as to the actual operation of the controls in place. 

1.3 Methodology 

The objectives of a PIA can be described as two-fold. The first is to describe the privacy and security 
measures and controls associated with the subject initiative, here the use of the "mail" portion of Office 
365. The second is to analyze the potential impacts on privacy arising from the initiative and provide 
recommendations as to privacy risk mitigation strategies. 

Various privacy assessment methodologies exist across Canada and internationally. These 
methodologies provide a framework or structure for PIA reports as well as questions to ask. This is no 
single, preferred framework for assessing systems or processes handling personal information in 
Canada. 

Cygnos Information Security (RCGT Consulting Inc.) 



Carleton University Office Mail PIA CONFIDENTIAL 

The framework for assessment in this report uses two aspects or dimensions: 

• Carleton's obligations under the Freedom of Information and Protection of Privacy Ad ("FIPPA"). 

• The ten principles found in the Canadian Standards Association Model Code for the Protection of 
Personal Information ("CSA Code"). This perspective is helpful because it reflects a broader 
spectrum of values than that found in FIPPA, a public sector-oriented statute with a more limited 
set of privacy-related rules. 

Because of its relevance, the storage of personal information outside of Canada is given particular 
consideration. 

The results are presented in this report, which is organized in five (5) sections: 

Section 1: Context of Privacy Assessment 
Section 2: Solution Description 
Section 3: Personal Information Elements 
Section 4: Privacy Analysis 
Section 5: Conclusion 

Unless otherwise stated, this PIA reflects a review of documents provided by, and information exchanges 
with, Carleton staff in November-December 2013. 

1 RSO 1990, Chapter F.31 
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2 Solution Description 

2.1 Functionality &. Access 

Although there are several services available in the Office 365 suite (email, document sharing, 
collaboration, conferencing, Office web apps, etc.), the intent for this phase of the project is to make only 
the email service available (Exchange functionality) to staff/faculty. The objective is to provide faculty/staff 
with all of the email functionality that they currently have via the on premise Microsoft exchange system. 

2.1.1 Exchange Features 

Faculty/staff currently use Exchange 2007 on premise, which following migration, will change to 
Exchange 2013. In terms of features, this upgrade will not affect functionality. The features to be provided 
include: 

• Email with send, receive, forward, attachments, automated responses, distribution lists 
functionality; 

• Contacts -A database of contacts and colleagues, including contact information and notes about 
their relationship to the individual. Contacts could be of a personal or professional nature. 

• Calendaring- A calendar that includes their daily schedule. 
• Public Folders and Shared mailboxes- A functionality that allows users the ability access to 

shared mailboxes and public folders through which there can be access to common repositories 
of emails, calendar and contacts. 

• Notes, tasks, journal, RSS feeds -There are several other features of the Exchange service that 
allow the free form entry of data and information. 

2.1.2 Authentication 

The Office 365 solution will be configured to use "federated authentication" where Microsoft does not 
perform any authentication requests of user credentials. Instead, the Office 365 service will hand the 
credentials back to Carleton's Active Directory to authenticate the user. The Carleton system checks the 
username/password credentials against the university's on-premise Active Directory, and then responds 
to the Microsoft service to indicate whether the credentials are valid or not. 

2.1.3 Presentation 

Post migration, there will be four ways to access Exchange services: 

Method of Access Currently Post lVIigration 
1. Web access (via Carleton websites) Available Available 
2. Web access (via Microsoft website) Available, but not 

promoted 
3a. Use of a mail client software (e.g. MS Office Available Available 
365, etc.) 
3b. Use of smart phone, tablet, etc. client Available Available 

Cygnos Information Security (RCGT Consulting Inc.) 3 
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Method 1 - Web access (via Carleton websites) 

Currently, staff/faculty can access their Exchange email by visiting https: I I cumail.carleton.ca and 

logging in using their MC1 account information. 

.:.;., Cn riel< 111 
,_ • UN I Y E R SIT Y 

CJilUdi!'S Ca[Jild! U111~01~11~ 

Mi.G#MfM.13.! .. U.!i!.ii£11Miij@IM•!bif!tiiiMN·QIJi 

Searity{showeXplanabon) 

@ Thisisapubk:orWred~~r 

0 Thislsapr'lvaletolllllllter 

0 Use outlook Web Access Light 

""'"""""I 
:======~ 

Password: '---------,---. _, 

forgotten your ustmMle1 
Forgottenyourpas~ordl 

You ure now connected to a Carleton Univc(slt)' cmal! system. By pror12r.dlng, ~~~ 
users accept that they ilrC aware of and 11gree to i!blde by CiHieton's policies and 
regulations relating to the use of IT systems. Cinletan University resetves the right 
to manage IT wstems as well ns the dattl processed on these .systems. 

Users~~~ respomibl!:! for securing all data comalning personaVsemitive 
Information that is downlo~ded from Carleton UniYetsity IT systems. Please 
ensure to always password protect your computer when away from your desk or 
log out completely when it Is not in 1.151! in order to secute all sensitive lnformaton. 

Figure 1 - CUMail.carleton.ca Login 

Once authenticated, the user is presented with a webmail version of the email content. Carleton also 
maintains an enterprise portal ("MyCarleton") for students, faculty and staff. One of the features of the 
portal is the ability to facilitate Single Sign On ("SSO") to various services (e.g. Email, Banner Self 
Service, Learning Mgmt System). Staff/faculty are able to login to the "MyCarleton" portal, click a link and 
automatically be authenticated to the cumail.carleton.ca email service by virtue of the fact that they 
successfully authenticated to the portal. 
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l"· • ?f~ .4 *!#h£:'**#\,:.. . _- : ~JA&k,f 2.¥#-"·-:<J ~~ ... ~;7~>i 3~·~ .. o;.:?.~&fMil!I .• !"J,IT·,";·,~~·-~!"'.;<,.,"'Jk'!'I,IIWI{!!!£ 11111,1!141111. !I!JtWIII. 111 .. 1!1.!10. 1111_14111f#ll!!l" .. ..,.,.,,... h~I-W·Iil.fW 
0~~ hHp:/~lun_w'li~.calletan.cafr~nder.m~ayo~;_R:atNode.u~;uP_root:::roel P ... fol ~~MyCar;:;onPo~l-~ 

"'yAcco11nt! W•lc:onMOlilmi•C:iornpb.ll 
Con.tMllilyuut j VguirtcurnntfyiG;;tdtll. 

l'ol\.iiiA.dmin 1 

My Home 

i cuLearn J 

I carleton central 
i 
! 

IIIII Carleton 
'Iii/' Central. i 
--··--·~~-':J:L: I 

~' --------------------' 

~ carleton Exchange 

~, cuMail/ I 
\Q/- i:~~:::~:-J 
---- ~·__:_: ... :: .. : -~i.~"t\._~·;;,1 

B ~rl/8~i~ ((I 
~matl Cill_,d., COralliN Jl:dntln I Logout Htlp 

'lllli!J®i 
i There are no announcements ·------------------------------·----------.J 

! campus Announcements liiilllilil] 
; Planned Outage- Sun Jan 2G lam -llpm ,.,ultiple Services will be affected 

....................... ) 

i If you use the legacy Connectmailsystem, Cconnect.carleton.ca, you can open your mailbox by clicking on the E-mail leon, located at 
i the top or this web paoe. 

, _______ __j 

SSO link to cumail.carleton.ca 
< 

Figure 2- SSO Link to cumail.carleton.ca in MyCarleton Portal 

Following the migration to Office 365, users will have a similar experience, and will still access the service 
via Carleton managed websites, however the interface will be updated with a more modern look and feel. 

Carleton 
UNIVERSITY 

Outlook Web Access 

U;:ername: 

L-----------------------~ 

Password: 

D Priv;!tecomPUtEriW'hatlslhis?) 

> sign in 

Forgotten your usemame? 

Forgotten your password7 

Figure 3- CUMail.carleton.ca login page, post migration 
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Method 2 - Direct access to email via Microsrift website 

This method is not currently available to staff/faculty and, post migration, will not be actively promoted by 
Carleton. This second method will allow a user to access the email service by directly visiting Microsoft's 
portal (portal.microsoftonline.com), which is a "general purpose" portal for all Office 365 customers. 
Instead of using his or her MC1 username, the staff/faculty member would simply need to use their fully 

qualified email address (e.g. BobJones@cloudmail.carleton.ca) as their username. 

0 Office365 

Sign in with your organizational account 

Password 

D Keep me signed in -Can't ;;;ccess: your account? 

~ O:gal"ilatiotrsiac:(:Q'Jnis.lt"atwof..::hff<:car.t..ou;fd~n)•where}XJU 
lf-1, !~>! 1h0s ICCi\, ·~ 20:!.3 Mo:rosott l~~l PrivaC)• Ccmmur.J:y 

Feed bact 

Figure 4- Portal.microsoftonline.com login site 

Method 3a. - Use of Mail client sriftware 

Staff/faculty will also be able to access their email service using traditional email client software (e.g. MS 
Office 365, Thunderbird, etc.) to establish a mail connection. Communications between the mail client 
software and the email server are encrypted using industry standard protocols (e.g. !MAPS, SMTPS). The 
email client must be configured to talk to the appropriate email servers, and the user provides his or her 
MC1 account credentials to authenticate. 

Method 3b- Use of a Smartphone/Tablet 

Similar to method 3a, a user can configure his or her smart phone or tablet to access the email servers. 
The Microsoft ActiveSync protocol is used to manage the delivery of email from email servers to the 
device. For Blackberry devices, Carleton currently employs the use of a BES proxy server; however, this 
will be phased out and Blackberry devices will be treated like all other smart phones. While the university 
owns some smartphones; users now or will own the majority of these devices. 

Cygnos Information Security (RCGT Consulting Inc.) 6 
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2.2 i\ct:ounr Pr-r.f\ris.inning 

Staffi'faculty au:::r:Gunis are, provisioned u-sin-g the UMyCartetcnOne" aoc:ount managemen• system. This 

account, the "MC 1 ao:ounf is a set of credentials {usemamelpas:sword!) that allows stallfifacully acce:s5 tc 

approximately 31) applications and 'IT ser.oices. The process of provjsio.ning access tc· Office 365 ,invoiYes 

five stBps: 

S[·i:p 
-

Acti•.·Jri•.::; 
1 1d-entily en~ry lntG the Uniiversity ERP system ~Banner). 
2 !Banner tc- M'yCal"JetonOne acccun; managem£1n1 system, which -creates the usemameJpassword 

c.ombinatic·n. 
3 Reodica1ion Co -Microsoft Ac1ive Dir-ectclf'l s•15tem hosted al Carle·ton. 
4 Sjinahron[zalion wi11n Otl'ice -365 sePtice. Rf no curr-ent ide;ntitjlin Office 365 -serviic:-e. ne1.v user 

mailbox ~ created. 
5 U:ser sets MC 1 acC{]unt passwc!J'd and pmYide:s a:nsw-er5 to self- 5er.oice qu-estions fO:r :use ;in 

oas:sword ffi'COver.o. .. 
The fi:rst :step invclws the oreaticn af a new MC 1 account fa.Uowinog d-ocume-:ntal1on of the ind>iv.id:ua!J's 

K:len.idy in Ute Banner Sjlstem. Bmm.er i:S lh-a Uni'r'el"sitjl ERP _system and is the .aufucritaiive :repos1t·nry of 

all identitie'5 at Cardelon UniY&sity. 

Establishing identity in Bann-er ill'I'VIJI:Ves the -entry or CIJlfe id!enliit-y dala (First Name, last Name. Preferred 

.N\ame, Date of Birlh. -ek.). ai:Ong with fue inci'Midiua!J's role {Ccl!1tinuing staff. Faculty member, Adjunct 

Professor, Cootract !lnstruc.Ceir, efc. ). ~t is bhe combination of these 2 oomponen•s that irigg-ers. •he 

au~amated creation ·Cif a MC1 areount 

In ;s,oma ca:ses, llie core idecrility data is el!'ltered anf.o Benner, bu~.-due ~o unforeseen ciircumstance:s (e.g. 

ilagfging paperwork.> i'nfc1'11Tleilf:on pertaining tc· th-e per5on·s rr.olie is not readilly availabl'e. The IT Sel'lice 

Desk can intervene in Crus s1t:uBIL'ion, at tiMe r-equest of a man;ag:-er. alf!ldi •rigger lhe crealion of tine MC 1 
account. 

The MC1; acccllllm m.an.ag:.ameiiTit system -creates tllle MC1 account using the name alllformatioo 

The MGt accc!lmt u:s-emame• and password, in adidi,iion to ;s,ome c~h-ar identityl:rc<le fnfcrmaiiion, is th-ent 

replicated! to v·.aricus IT :systems and se.ntice·s. One of ;111e kery· serJices io whik:h replica.ti'On m:::curs is 

Gadelon·s on siC.e AJ:::ti•Je mrect-ory irnpl-em.antaticn. 

Middleware ie>Clmclogry, DirSync. :reoogniz-es the or;reation cf a new acc01unt i:n Active Directcrry and 

de·1ermines whether that sam-e account should be ,replicated cut lo 'lhe MicrO"SQft Ollfice 365 service, thus 

creating a mailbox on th-e OffiC-e 365 seJYice for the user. During this replica.:li-on proces-s ~h-e fcl'lo•Ning 

da,ta elements win 'be :sy,nced t·o the OJnic.e 36.5 seNice: 

• First Nlame (·or Preferred First name Jf i;t e..x.iist-s) 

• Last Name 

• Til:le 

• Phone# 

• Deparirnent 
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• Adi~·e, [lire'Ctory Group memb-erships (e.g. "Deparlrnent Chairs", ~senat-e Committee M-embers', 

-etc.) t.o -enable ~he au~omated crea1i:an of di:sqribUiticnlists 

• Role List (ecg. EMPL_ADMIN_COitHINIIJHNG, EMPL_ACAD_CONTINIUtiNG, 

FACULTY _·GEN_ACCESS, etc. lo determine a pars-onr's various miss •Niihin: ihe institu;ion} 

• Seocurn.y group inlfo {kur Public. Fold'srs, Share·d mailboxes_ etc.) 

Omce the account is created, the user g1ces1o mycne.c:ar]e;on.ca =c· charng;a their password, and sei. 

an;swers ror Litle sal~'-serv['DB security questions. The· user mu;s.t thenr: 

1. Enter the IJse:r In {firstnamela;s.mame). 

2. Emerllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll 
3. Once prompted, provide responses to svx security qu'BS~ioms. 

4. Clicks on Uhe, My Passwmrd tab and create a new password. 'ihe :new !Password mus~. comp.'ly w~th 

Carleton Uni•o"ersity :s'landardis. 

5. Lr,.g out of MyCarlekmOne 

At 'lhis point, thiS user can usa their MC 1 acrnu.nt to access a lo'ariety of IT a:pp'licationrS .and SBiiVice>s., 

includ:ing Office 36.5 email. 

Nlo•ice• oF cclliectio:n of peii':S.On:al1 irnfcrrmaili:<On occulTs in: a va~iety elf ways, incllllriing through Carl'e~o.n 

Cei'TIIir.aU: 

SITE MAP HElP 

Terms and Conditions of Usage 
P't..EASE READ THIS- JNPORTANI' INFORNATlON: 

This araa contains secure infl:)nnatl(ln. Unless otherwise noted1 any <:hanges. (II" ad:dJtfons t:o your p.ers.onallnformati.on will take effect lmmec;UaTe:y. You are r~stM1n5ibJe fo[" an~· cflafliJI?'S: 
ma&! U5lng 'f.Ol.lr m f\Uil\tll!'r. Please Vi!tlfy th-~ .ac-<:UT.Oit:y o( .anv Ce>(re-t;ti~IIS or updatos lmmeitlatelv .after yQu have made- anv t:hange!l. -ro !)fOte(l t-he c.ootlde:nt.l3~tv of ~.our per-">anai 
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2.3 Support 

The university will serve as the contact for all support issues - it will not direct faculty or staff to contact 
Microsoft but will contact Microsoft on behalf of the end user. 

The anticipated support model will have three levels: 

• 1st level support (e.g. "I can't login", "How do I connect my iPhone to my email account", etc.) will 
be handled by the CCS Service Desk; 

• 2nd level support (e.g. Issues relating to the middleware between Carleton and Microsoft) will be 
handled by CCS Systems Administrators (senior analysts); and 

• 3rd level support (e.g. service upgrades, email infrastructure issues, application bug fixes, etc.) 
will be handled by Microsoft. 

2.4 Safeguards 

When considering the safeguards or security measures of any service provider, one has to consider the 
general question as to whether the physical, procedural and technical measures implemented by that 
provider are appropriate so as to protect the data in question from unauthorized access or modification. In 
this section of the report, specific safeguards --to protect personal information held by Microsoft are 
described. All personal information is stored in Microsoft data center(s) located in the United States. 

Not unexpectedly, Microsoft has taken an extensive and sophisticated approach to information security 
with respect to the data center(s) hosting its Office 365 offerings. To respond to questions from potential 
user organizations, the company has produced a document entitled Standard Response to Request for 
Information-- Security and Privacy v. 2. This document describes the security measures undertaken by 
Microsoft and is organized to address the principles articulated in the Cloud Control Matrix, issued by the 
Cloud Security Alliance. What follows below are the categories of security measures expected to be 
addressed by any organization with Microsoft's relevant responses in italics. 

Microsoft 
Online 

Services 

~---------------------------------------------------, 

I ( Customer ) ( Customer .) l Customer '; l Customer .) 1 
'! j business i i. business i i business ;.: ) business :.:. 

l process A \ I process B \ j process C \ j process D \ I 
'~~-~·· :~~:~~-~-=~-~-~~-·~~-~~:~~--::::::::~-~~~-_:_='~_) 
(--------------------:-------------------------------'\ 
!l63.offiC:e365 Application suite . ] l 
j[ 1J Data )l , _________________________________________________ ) 

,~--------------------------------------------------, 

Server Infrastructure 
(Servers, Storage, Racks) 

Network Infrastructure 
(Switches, Routers, Cables, SAN) 

Data Center 
(Physical facility, UPS, Cooling) 

I 
~--------------------------------------------------' 

Figure 6- Microsoft Service Stack 
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2.4.1 Data Flows 

Encryption is used to protect information flows. 

Customer access to services provided over the Internet originates from users' Internet
enabled locations and ends at a Microsoft data center. These connections established 
between customers and Microsoft data centers are encrypted using industry-standard 
Transport Layer Security (TLS) !Secure Sockets Layer (SSL). The use of TLS!SSL 
effectively estab/ish.es a highly secure browser-to-server connection to help provide data 
confidentiality and integrity between the desktop and the data center. Filtering routers at 
the edge of the Office 365 services network provides security at the packet level tor 
preventing unauthorized connections to Office 365 Services. 

Encryption is provided on several/ayers, such as Transport Layer, encryption between 
clients and Exchange Online (SSL), Instant Messaging and IM federation. 

Office 365 currently does not encrypt data at rest, however, the customer may do so 
through /RM or RMS. 

To minimize the risks associated with the exchange of assets between organizations, 
exchanges between internal or external organizations are completed in a predefined 
manner and access to the Microsoft Online Services production environments by staff 
and Contractor staff is tightly controlled. 

2.4.2 Physical Security 

The type of physical security controls one would expect in a secure data facilities appear to be present. 

"Access to all Microsoft buildings is controlled, and access is restricted to those with card 
reader (swiping the card reader with an authorized 10 badge) or biometrics for entry into 
Data Centers. Front desk personnel are required to positively identify Full-Time 
Employees (FTEs) or authorized Contractors without 10 cards. All guests are required to 
wear guest badges and be escorted by authorized Microsoft personnel." 

Access is restricted by job function so that only essential personnel receive authorization 
to manage customers' applications and services. Physical access authorization utilizes 
multiple authentication and security processes: badge and smartcard, biometric 
scanners, on-premises security officers, continuous video surveillance, and two-factor 
authentication tor physical access to the data center environment 
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In addition to the physical entry controls that are installed on various doors within the data 
center, the Microsoft Data Center Management organization has implemented 
operational procedures to restrict physical access to authorized employees, contractors 
and visitors: 

• Authorization to grant temporary or permanent access to Microsoft data centers 
is limited to authorized staff. The requests and corresponding authorization decisions are 
tracked using a ticketing/access system. 
• Badges are issued to personnel requiring access after verification of 
identification. 
• The Microsoft Data Center Management organization performs a regular access 
list review. As a result of this audit, the appropriate actions are taken after the review. 

Environmental controls have been implemented to protect the data center including: 

• Temperature control 
• Heating, Ventilation and Air Conditioning (HVAC) 
• Fire detection and suppression systems 

• Power Management systems 

Microsoft Online Services' equipment is placed in environments, which have been 
engineered to be protective from theft and environmental risks such as fire, smoke, 
water, dust, vibration, earthquake, and electrical interference. 

The data centers have dedicated 24x7 uninterruptible power supply (UPS) and 
emergency power support, i.e. generators. Regular maintenance and testing is 
conducted for both the UPS and generators. Data centers have made arrangements for 
emergency fuel delivery. 

The data center has a dedicated Facility Operations Center to monitor the following: 

• Power systems, including all critical electrical components- generators, transfer 
switch, main switchgear, power management module and uninterruptible power supply 
equipment. 

• The Heating, Ventilation and Air Conditioning (HVAC) system, which controls and 
monitors space temperature and humidity within the data centers, space pressurization 
and outside air intake. 

Fire Detection and Suppression systems exist at all data centers. 
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2.4.3 Network Security 

Network security measures have been implemented. 

Microsoft Online Services implements technologies to scan the environment for 
vulnerabilities. Identified vulnerabilities are tracked, and verified for remediation. In 
addition, regular vulnerability/penetration assessments to identify vulnerabilities and 
determine whether key logical controls are operating effectively are performed. 
Microsoft's Security Response Center (MSRC) regularly monitors external security 
vulnerability awareness sites. As part of the routine vulnerability management process, 
Microsoft Online Services evaluates our exposure to these vulnerabilities and leads 
action across Microsoft Online Services to mitigate risks when necessary. 

The Microsoft Security Response Center (MSRC) releases security bulletins on the 
second Tuesday of every month ("Patch Tuesday"), or as appropriate to mitigate zero
day exploits. In the event that proof-of-concept code is publicly available regarding a 
possible exploit, or if a new critical security patch is released, Microsoft Online Services is 
required to apply patches to affected Microsoft Online Services systems according to a 
patching policy to remediate the vulnerability to the customer's hosted environment. 

Microsoft Online Services run multiple layers of anti-virus software to ensure protection 
from common malicious software. For example, servers within the Microsoft Online 
environment run anti-virus software that scans files uploaded and downloaded from the 
service for viruses. Additionally, Microsoft Exchange mail servers run additional anti-virus 
software that focuses on scanning email messages for malware. 

The networks within the Office 365 data centers are designed to create multiple separate 
network segments. This segmentation helps to provide physical separation of critical, 
back-end servers and storage devices from the public-facing interfaces. 

Data storage and processing is logically segregated among customers of the same 
service through Active Directory® structure and capabilities specifically developed to help 
build, manage, and secure multitenant environments. 

The multitenant security architecture ensures that customer data stored in shared Office 
365 data centers is not accessible by or compromised to any other organization. 
Organizational Units (OUs) in Active Directory control and prevent the unauthorized and 
unintended information transfer via shared system resources. Tenants are isolated from 
one another based on security boundaries, or silos, enforced logically through Active 
Directory. 

Cygnos Information Security (RCGT Consulting Inc.) 12 

I' 
f 
i' 



Carleton University Office Mail PIA CONFIDENTIAL 

Access from a wireless network to the Office 365 environment on customer premise must 
be secured by the customer. 

Microsoft Online Services has procedures as well as automated and semi-automated 
systems for granting and revoking access to the servers in the "Managed" domain which 
contain user's apps and data as well as servers in the "Management" domain which 
provides systems management functions (e.g., monitoring, backup, troubleshooting, 
software and patch mgmt.). The people in the Microsoft Online 'J!\ccess and Identity" 
group manage access via Microsoft Active Directory to the "Managed" and 
"Management" domains. Authority is granted under the "Least Privilege Access" principle 
by the Service Managers in each area. Microsoft Online Services users of production 
systems are restricted to only one User ID per system. 

Microsoft Online Services ensures that access control and credential management 
systems are designed and operated to comply with Microsoft Online Services policies 
and standards. Microsoft Online Services key controls related to Identity and Access 
management are formally audited annually through the SAS 70 Type II audit for BPOS-0 
and GFS. In addition, these controls are internally assessed for compliance with 
Microsoft Online Services policies and standards. 

2.4.4 Application Security 

Application security controls exist and include: 

Access control policy is a component of overall policies and undergoes a formal review 
and update process. Access to Microsoft Online Services' assets is granted based upon 
business requirements and with the asset owner's authorization. Additionally: 

• Access to assets is granted based upon need-to-know and /east-privilege 
principles. 

• Where feasible, role-based access controls are used to allocate logical access to 
a specific job function or area of responsibility, rather than to an individual. 

• Physical and logical access control policies are consistent with standards. 

Managers, owners of applications and data are responsible for reviewing who has access 
on a periodic basis. Regular access review audits occur to validate appropriate access 
provisioning has occurred. 

Access to Microsoft Online Services' source code libraries is limited to authorized 
Microsoft Online Services Staff and Microsoft Online Services Contractors. Where 
feasible, source code libraries maintain separate project work spaces for independent 
projects. Microsoft Online Services Staff and Microsoft Online Services Contractor Staff 
are granted access only to those work spaces which they need access to perlorm their 
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duties. An audit log detailing modifications to the source code library is maintained, and 
reviewed during regular audits. 

An operational change control procedure is in place for Microsoft Online Services and 
system changes. This procedure includes a process for Microsoft Online Services 
management review and approval. This change control procedure is communicated to all 
parties (Microsoft Online Services and third parties) who perform system maintenance 
on, or in, any of the Microsoft Online Services facilities. The operational change control 
procedure considers the following actions: 

• The identification and documentation of the planned change 

• An assessment process of possible change impact 

• Change testing in an approved non-production environment 

• Change communication plan 

• Change management approval process 
• Change abort and recovery plan (when applicable) 

Customers will be given 12 months' notice of disruptive changes and a minimum of 5 
days' notice for planned maintenance; however, due to the multi-tenancy nature of the 
service there are no provisions to allow individual customers to define when upgrades 
can occur. 

Microsoft applies Security Development Lifecycle, a software security assurance process, 
to design, develop, and implement Office 365 services. Security Development Lifecycle 
helps to ensure that communication and collaboration services are highly secured-even 
at the foundation level. Through controls like Establish Design Requirements, Analyze 
Attack Surface, and Threat Modeling, Security Development Lifecycle helps Microsoft 
identify: Potential threats while running a service, Exposed aspects of the service that are 
open to attack. 

If potential threats are identified at Design, Development, or Implementation phases, 
Microsoft can minimize the probability of attacks by restricting services or eliminating 
unnecessary functions. After eliminating the unnecessary functions, Microsoft reduces 
these potential threats in the Verification phase by fully testing the controls in the Design 
phase. 

Furthermore, we validate the service using third party penetration testing based upon the 
OWASP top ten. 

Microsoft Online Services uses Active Directory to manage enforcement of our password 
policy. Microsoft Online Services systems are configured to force users to use complex 
passwords. Passwords are assigned a maximum age, a minimum length of characters. 
Password handling requirements include the changing of Contractor supplied default 
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passwords prior to introducing the associated service or system into any Microsoft Online 
Services owned or operated environment. 

Separate environments are maintained for the Non-production and for Production 
operations of Microsoft Online Services. Access to the production environment is 
carefully controlled to allow access to Microsoft Online Services and Microsoft Online 
Services Contractor members who require access and are authorized to perform certain 
duties. 

While each environment may have its own standards for operating, a formalized 
procedure exists for the exchange of Assets between environments. These procedures 
adhere to all relevant privacy requirements and Services Standards. 

Access to the Microsoft Online Services production environments by staff and contractors 
is tightly controlled. 

• Terminal Services servers are configured to use the high encryption setting. 
• Microsoft Users have a Microsoft Online Services issued smartcard with a valid 
certificate and a valid domain account to establish a remote access session. 

2.4.5 Personnel Screening and Training 

Microsoft has adopted personnel-related security measures: 

All Microsoft US-based full-time employees (FTE), are required to successfully complete 
a standard background check as part of the hiring process. Background checks may 
include but are not limited to review of information relating to a candidate's education, 
employment, and criminal history. 

Subcontractors who have access to non-public customer data may also be customer data 
are also required to successfully complete a background check prior to receiving access 
to customer data. 

To protect the privacy of its employees, Microsoft does not share the results of 
background checks with customers. The screening process is owned by Microsoft 
Corporate Human Resources division. 

Employees, contractors and third party users are formally notified to destroy or return, as 
applicable, any physical materials that Microsoft has provided to them during the term of 
employment or the period of Contractor agreement and any electronic media must be 
removed from Contractor or third party infrastructure. Microsoft may also conduct an 
audit to make sure data is removed in an appropriate manner. 
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All appropriate Microsoft employees take part in a Microsoft Online Services sponsored 
security-training program, and are recipients of periodic security awareness updates 
when applicable. Security education is an on-going process and is conducted regularly in 
order to minimize risks. Microsoft also has Non- Disclosure agreements built into our 
employee contracts. 

All Microsoft Online Services Contractor staff is required to take any training determined 
to be appropriate to the services being provided and the role they perform. 
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2.4.6 Security Assurance 

Further security assurance measures are present. 

Critical security review and approval checkpoints are included during the system 
development life cycle. Business, Operational and Technical risks are identified and the 

areas covered include Compliance, Security, Privacy and Service Continuity. As an early 
pioneer for integrated security development, the Security Development Lifecycle is at the 

core of Microsoft Online Services. 

A process for the development and maintenance of a Services Continuity Management 

(SCM) is in place for the Microsoft Online Services' environment. The process contains a 
strategy for the recovery of Microsoft Online Services assets and the resumption of key 
Microsoft Online Services' business processes. The continuity solution reflects security, 
compliance and privacy requirements of the service production environment at the 

alternate site. 

All Microsoft Online Services' security incidents, weaknesses, and malfunctions are 
required to be reported by Microsoft Online Services Staff and Contractor Staff 

immediately. The reporting and handling of these events follow prescribed procedures 
pursuant to defined and implemented policy. 

Microsoft Online has developed robust processes to facilitate a coordinated response to 

incidents if one was to occur. A security event may include, among other things unlawful 

access to customer data stored on our equipment and facilities and unauthorized access 
resulting in loss, disclosure or alteration of customer data. 

The Microsoft Online Security Incident Response process follows the following phases: 

• Identification - System and security alerts may be harvested, correlated, and 
analyzed. Events are investigated by Microsoft Online operational and security 

organizations . . If an event indicates a security issue, the incident is assigned a severity 

classification and appropriately escalated within Microsoft. This escalation will include 
product, security, and engineering specialists. 

• Containment- The escalation team evaluates the scope and impact of an 
incident. The immediate priority of the escalation team is to ensure the incident is 

contained and data is safe. The escalation team forms the response, performs 

appropriate testing, and implements changes. In the case where in-depth investigation is 

required, content is collected from the subject systems using best-of-breed forensic 
software and industry best practices. 

• Eradication - After the situation is contained, the escalation team moves toward 
eradicating any damage caused by the security breach, and identifies the root cause for 

why the security issue occurred. If vulnerability is determined, the escalation team reports 
the issue to product engineering. 

• Recovery- During recovery, software or configuration updates are applied to the 
system and services are returned to a full working capacity. 
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• Lessons Learned- Each security incident is analyzed to ensure the appropriate 
mitigations applied to protect against future reoccurrence. 

2.4.7 Audit and Monitoring 

Audit and monitoring-related activities have been identified. These include: 

Active Directory has mechanisms to restrict access and log activities. 

A delegated management model enables administrators to have only the access they 
need to perform specific tasks, reducing the potential for error and allowing access to 
systems and functions strictly on an as-needed basis. Microsoft Online Services has 
formal monitoring processes to include frequency of review for Standard Operating 
Procedures and review oversight processes and procedures. 

Access to logs is restricted and defined by policy and logs are reviewed on a regular 
basis. 

The agreement between Microsoft and Carleton also contains the following provision concerning audit: 

"Microsoft shall cause its external auditors to provide to Institution a SAS 70 Type II 
report (or equivalent) annually throughout the term of the Agreement on the design, 
existence, effective operation and continuity of Microsoft's control procedures in respect 
of the data centers used to provide the E-Mail Service, including identification, 
authentication, authorization and monitoring functions that Microsoft has control over 
Where the SAS 70 Type II report identifies material deficiencies in the data centers used 
in the performance of the E-Mail Service, Microsoft shall provide to Institution a remedial 
plan to address such deficiencies and shall report to Institution on the progress made in 
executing such plan." 
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3 The Data Elements 

In assessing privacy implications, an important consideration is the exact nature of the information being 
collected and transmitted in the Microsoft-related processes and to what extent such information consists 
of personal information. 

With respect to email one usually expects the following data elements to be provided to the service 
provider: first name, last name, username, and email address to validate against Carleton's 
authentication services. In this instance, the specific data elements provided to Microsoft are: 

• First Name (or Preferred First name if it exists) 

• Last Name 
• Title 

• Telephone Number 
• Department 
• Active Directory Group memberships (e.g. "Department Chairs", "Senate Committee Members", 

etc.) to enable the automated creation of distribution lists 
• Role List (e.g. EMPL_ADMIN_CONTINUING, EMPL_ACAD_CONTINUING, 

FACULTY _GEN_ACCESS, etc. to determine a person's various roles within the institution) 

• Security group info (for Public Folders, Shared mailboxes, etc.) 

Since email is a communication tool one may expect the privacy aspects to also involve the existence 
and content of such emails and any attachments. The nature of the data elements within such messages 
and attachments is unknown and, depending on the extent of the reliance of the user on the tool, can vary 
from mundane to extremely sensitive. 

Metadata and statistical information may also be derived from faculty/staff use of the email service. Under 
the terms of the agreement between Microsoft and Carleton: 

"Microsoft may compile, use or disclose aggregate End User membership statistics 
derived from End User information with respect to a Microsoft Service so long as such 
disclosures do not personally identify individual End Users or disclose data from which 
the identity of an individual End User can be reasonably ascertained." 

Similarly, Microsoft may also collect "service data": 

"In order to provide the Microsoft Services, Microsoft may collect certain information 
about Microsoft Service performance, End Users computers (such as, the browsers they 
use), and Microsoft Service use. For greater certainty Microsoft agrees that is shall not 
collect any personal information of End Users other than as permitted pursuant to this 
Agreemenf'. 

Some of this "service" information would also be characterized as personal information under Canadian 
law. 
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4 Privacy Analysis 

4.1 FIPP A Analysis 

Public sector institutions in Ontario are subject to the Freedom of Information and Protection of Privacy 
Acf ("FIPPA"). Regulation 4603

, enacted pursuant to authority in FIPPA, identifies the institutions 
governed by FIPPA. Carleton University is included in the schedule of institutions found in Regulation 
460. 

FIPPA has two main objectives: 

• To establish a general right of access, limited only by specific exemptions and exclusions 
expressly identified in the Act, to all recorded information in the custody or control of institutions 
subject to the legislation; and 

• To protect the privacy of individuals with respect to personal information about themselves in the 
custody or control of those institutions. 

FIPPA applies to "records" in the custody or under the control of an institution and includes email. 
Whether faculty or staff email messages are records "in the custody or control of Carleton" is a matter for 
legal interpretation but for the purposes of this assessment, they are assumed to be. Also, the use of 
email by faculty and staff permits the transfer of documents attached to mail messages and these 
documents require management in accordance with FIPPA as well. 

The obligations governing Carleton under FIPPA fall into six categories, each setting out rules and 
indicating the exceptions to those rules. These categories form the fundamental framework for Carleton's 
compliance obligations in the context of using a third party service provider. These categories are: 

• Collection 

• Accuracy 

• Protection 

• Use 

• Disclosure 

• Retention 

4.1.1 Collection 

Pursuant to sections 38 and 39 of FIPPA, the University may collect personal information about faculty 
and staff for a lawfully authorized activity, provided that appropriate notice is given. Carleton's collection is 
lawful for the purposes of its activities (e.g. university administration, employee management). Microsoft's 
collection of personal information is in the context of it being a service provider to the university to assist 
in the provision of email services to staff or faculty member. 

Microsoft has contractually agreed that: 

"Microsoft shall not collect, use or disclose any Persona/Information of End Users, or any 
derivatives of such Persona/Information, except to provide the E-Mail Service to End 

2 RSO 1990, Chapter F.31 
3 General, RRO 1990, Reg 460 
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Users and perform its obligations under this Agreement or except as otherwise permitted 
under this Agreement." 

4.1.2 Accuracy 

Carleton has a FIPPA obligation to ensure that any information it uses in making a decision is accurate. In 
this context, that obligation is not relevant beyond the data that is foiWarded to Microsoft for account 
creation and maintenance. Information other than the initial information provided by the university is not 
created or easily accessible by Carleton although it can be accessed upon request for specific purposes 
enumerated in the agreement with Microsoft. The agreement provides that the university may access 
"covered data" (email) and related records to: 

• Respond to regulatory requirements applicable to Institution; 
• Enforce the Institution's terms of use or other Institution policies; 

• Respond toe-discovery or other legal process demands made to the Institution; or 

• Protect the health or safety of any End Users or other individuals. 

Insofar as Carleton does not create the "record" (i.e. email and associated data), ensuring accuracy is 
better accomplished through an emphasis on integrity. This would mean that any request process should 
include a request to confirm the integrity of the information at the time the personal information is 
"collected" (i.e. received from Microsoft). 

4.1.3 Protection 

The protection of information is not expressly addressed in the FIPPA statute but obligations concerning 
the security of personal information may be found its regulations and can characterized as broad. Section 
4 of Regulation 460 provides a requirement to put in place reasonable measures to prevent unauthorized 
access while Regulation 459 requires any disposal of information to be done in such a way so as to 
ensure it cannot be reconstruced or retrieved. 

Other protective restrictions are expressed directly in the statute. When acting on behalf of the university, 
a service provider can only collect personal information in a manner consistent with the FIPPA provisions 
concerning authority (s. 38), manner ofcollection (s. 39(1)) and notice (s. 39(2)). 

The service provider also has to adhere to the minimum retention periods outlined ins. 5 of Regulation 
460 and only use the information according to the requirements for use and disclosure found in ss. 41-42 
of FIPPA. 

As may be expected, the use of a third party service provider raises concerns as to the subject of location 
and law enforcement/national security access as well as the security requirements and the corresponding 
measures put in place by the service provider. The former topic is address is Part 4.C below; the latter is 
described above in Part 2.0. The safeguards described in Part 2.C indicate considerable effort has been 
made to safeguard personal information in the custody of Microsoft, including a mature security program 
that maps well to both ISO security standards as well as the Cloud Control Matrix. 

In using a service provider, the subject of protective measures is properly addressed in the service 
agreement and it is to be noted that Carleton's agreement with Microsoft has extensive provisions 

pertaining to the subject of security, including notification of security incidents4
. 

4 
See generally section 4 of Carleton-Microsoft agreement (executed November 2011). 
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4.1.4 Use 

Consistent with FIPPA, the University's policy is to only use personal information for (a) the purpose for 
which that information was obtained, compiled, or disclosed; (b) a use consistent with that purpose; or (c) 
with the written consent of the individual. 

Microsoft is contractually restricted in terms of its ability to use any personal information: 

"Microsoft shall not collect, use or disclose any Persona/Information of End Users, or any 
derivatives of such Persona/Information, except to provide the E-Mail Service to End 
Users and perform its obligations under this Agreement or except as otherwise permitted 
under this Agreement Microsoft may compile, use or disclose aggregate End User 
membership statistics derived from End User information with respect to a Microsoft 
Service so long as such disclosures do not personally identify individual End Users or 
disclose data from which the identity of an individual End User can be ascertained." 

4.1.5 Disclosure 

Carleton is prohibited from disclosing personal information to third parties (other than service providers) 
unless such disclosure fits within a permitted exception found in Sections 21 or 41 and 42 (1) of FIPPA. 
The use of Microsoft's email service as a service provider does not change that obligation. The 
university's agreement with Microsoft specifically addresses the subject of disclosure: 

"In order to operate and provide the Microsoft Services, Microsoft may collect Personal 
Information about End Users as provided for under this Agreement. Microsoft may 
access or disclose Institution or End User information, including the content of End User 
communications, in order to; (1) comply with the law or respond to lawful requests or 
legal process; (2) take action or pursue other remedies against suspected purveyors of 
spam, viruses, malware, phishing or other attacks that have in any manner materially 
disrupted or diminished, or may in the future in any manner materially disrupt or diminish, 
Microsoft's services; or (3) act on a good faith belief that such access or disclosure is 
necessary to protect the personal safety of any individuals from a life threatening 
emergency. Solely with respect to any disclosure made pursuant to subsection {1) above, 
Microsoft will use commercially reasonable efforts to provide Institution notice, when 
legally permissible to do so, that a demand for Institution and/or End User information 
has been made, prior to the disclosure of any such information. In any instance where 
Microsoft is prohibited by law from providing notice, Microsoft will comply with any such 
lawful request or legal process demanding Institution and/or End User information. Solely 
with respect to any disclosure made pursuant to subsections (2) and (3) above, Microsoft 
will provide Institution notice, within a commercially reasonable amount of time that a 
disclosure has been made of Institution and/or End User information." 

This provision provides Microsoft with considerable latitude to disclose personal information with a limited 
notice or ability to challenge the acceptability of the disclosure. Disclosure pursuant to legal requirements 
or judicial orders is understandable and unavoidable -whether in Canada or elsewhere. However, 
"respond to lawful requests or legal process" is broad, vague and provides Microsoft with much discretion. 
The intent behind these words should be clarified. This does not the agreement needs to be amended but 
some supplemental agreement should be considered to better specify the circumstances for which 
Microsoft believes it needs such language. Such circumscription of Microsoft's discretion would be 
desirable but, at a minimum, some definition of the contemplated circumstances will provider a greater 
degree of transparency. 
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4.1.6 Retention 

Carleton's formal retention policy is to retain personal information for at least one year- when it is used to 
make a decision that directly affects the individual- following which it is disposed in accordance with a 
Records Retention Schedule and only with the approval of the University Archivist or the University's 
Freedom of Information and Protection of Privacy Coordinator. This policy does not really apply with 
respect to the email service because of the nature of the application and the fact that the information is 
not "used" by the University (in the course of the provision of the service)- a requirement that triggers the 
retention obligation found ins. 40 of FIPPA. It is to be recognized that if the existence or content of email 
is used as evidence in connection with a decision then the retention requirements apply. 

The agreement with Microsoft does not address the subject of retention. The company's approach to 
retention is to facilitate its customer's data retention policies and focus on backup to ensure the 
availability of such information: 

Microsoft Online Services provides capabilities for customers to apply data retention 

policies as defined in the individual service descriptions 

(http: I I www.microsq;ft. com I download! en I details. aspx?id=l8459 ). As for backups, 

content is replicated from a primary data center to a secondary data center. As such, 
there is not a specific backup schedule as the replication is constant. Customers can 
choose to perform their own extractions/backups if necessary. Customer data is stored 
in a redundant environment with robust backup, restore, and fai/over capabilities to 
enable availability, business continuity, and rapid recovery. Multiple levels of data 
redundancy are implemented, ranging from redundant disks to guard against local disk 
failure to continuous, full data replication to a geographically dispersed data center. 
Microsoft online undergoes an annual validation of backup/recovery practices. 

In short, as long as the messages and attachments are stored in the email database, such materials will 
be retained. 
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4.2 CSA Principles Analysis 

In undertaking an analysis of the privacy risks of this initiative, the next layer of review is conducted using 
the ten privacy and fair information practice principles of the Canadian Standards Association Model 

Code for the Protection of Personal Information 
5

. 

The CSA principles are: 

• Accountability 

• Identifying Purpose 

• Consent 

• Limiting Collection 

• Limiting Use, Disclosure and Retention 

• Accuracy 

• Safeguards 

• Openness 

• Access 

• Challenging Compliance 

4.2.1 Accountability 

Under the CSA Code, an organization is responsible for personal information under its control and shall 
designate an individual or individuals who are accountable for the organization's compliance with the 
principles described in the Code. This accountability extends to information that has been transferred to a 
third party for processing and obliges the organization to use contractual or other means to provide a 
comparable level of protection while the information is being processed by a third party. 

The expectation here is for evidence of a mature administrative structure for privacy. This includes 
acceptance of privacy risks at an appropriate senior level; documented procedures; training in privacy 
issues is conducted and refreshed regularly; privacy protective language is included in all contracts with 
third parties handling personal information; and that privacy compliance auditswill be undertaken on a 
regular basis. 

Carleton does have a mature privacy and access framework with polieies, procedures and an 
administrative structure to comply with its FIPPA requirements. This leaves the question as to the 
adequacy of the privacy and security related provisions of the agreement with Microsoft as a service 
provider to the university. 

Accountability raises the subject of "decisions" or more specifically, who has the power to make them with 
respect to the end user's use (or abuse) of the service. 

Carleton must ensure that any service provider- and any contract with a service provider- ensures 
compliance with legislative requirements that Carleton is required to meet. The use of a third party, 
whether in Canada or not, does not mean that the obligations imposed by Fl PPA can be circumvented. 

5 For the text of the GSA Model Code, see Schedule 1 of the Persona/Information Protection and Electronic 
Documents Act. Available at: http:l//aws-lois.justice.qc.calenqlacts/P-8.6/ 
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The vehicle for the management of the relationship between Carleton and the service provider is the 
service agreement, which should define Carleton's control over faculty/staff information and provide 
boundaries for Microsoft with respect to the life cycle of such information (i.e. collection, use, disclosure, 
access and protection). 

The agreement between Microsoft and Carleton is comprehensive and addresses many of the privacy
related issues that one would expect. In terms of accountability, albeit not using that term, the agreement 
provides: 

"Institution acknowledges and agrees that each End User's use of the E-Mail Service is 
subject to the terms, conditions, privacy policies, and acceptable user polices 
(collectively, "Policies'? between End User and Institution; provided, however, that 
Institution shall not attempt to authorize or permit any activities in conflict with the terms 
and conditions of this Agreement." 

"Institution, and not Microsoft, shall obtain any parental consent as may be required by 
applicable law for each End User's use of the EMail Service before permitting access to 
the E-Mail Service to each such End User. If such parental consent is retracted, then 
Institution shall ensure that Persona/Information is not collected from the affected End 
User(s) except as permitted by applicable law. The administrative tools made available to 
the Institution by Microsoft as part of the E-Mail Service will permit the Institution to 
suspend or terminate End Users' accounts. "Applicable law", for the purposes of this 
paragraph, means the laws of the Province of Ontario and the federal laws of Canada 
applicable therein." 

"End Users who use the Microsoft Consumer Services shall be subject to the applicable 
TOU, including Microsoft's privacy policy." 

"Microsoft Consumer Services" is defined to be: 

"any Internet-based or client-based service or web site that Microsoft generally makes 
available to consumers without a tee that is branded or partially branded "Windows Live", 
"MSN", "Office Live", "Microsoft Office Web Apps", and ''Windows Live SkyDrive" or 
successor branding. The Microsoft Consumer Services do not include the E-Mail 
Service." 

The respective roles of Carleton and Microsoft are defined and it is clear that the terms of use governing 
the email service are the responsibility of the university. 

4.2.2 Identifying Purposes 

To the extent personal information is collected, the purposes are to be identified by the organization at or 
before the time the information is collected. As noted as a requirement under FIPPA, the collection of 
personal information relates directly to the university's operating activities. Terms and conditions as well 
as links to privacy statements are provided to identify purposes of collection. 

4.2.3 Consent 

The Consent Principle requires that the knowledge and consent of the individual concerned are required 
for the collection, use, or disclosure of personal information. 
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A further qualification is that the individual's reasonable expectations have to be met as well. It is 
expected that such consent will usually be obtained at the time of collection and that the purposes are 
stated in a manner where the individual can reasonably understand the use and disclose of personal 
information. 

Under this principle, notification language on forms or websites, containing a clear description of the 
purpose for collection, would be expected. If the university were subject to PIPEDA, it would not need to 
obtain consent for the collection of personal information because staff and faculty -in their capacity as 
employees -fall outside the application of that statute. 

While consent is not required under FIPPA, the university is required to provide notice of collection. As 
noted above, under FIPPA, the University may collect personal information about faculty and staff for a 
lawfully authorized activity, provided that appropriate notice is given. Carleton's collection is lawful for the 
purposes of its activities. The university provides an express notice on log-in pages that users are subject 
to the university's IT policies. 

4.2.4 Limiting Collection 

The collection of personal information is to be limited to that which is necessary for the identified 
purposes, which implies an obligation to ensure that the amount and the type of information collected are 
strictly necessary to fulfill the stated need. 

All of the data elements described in Part 3 are reasonable and necessary to identity the user in 
connection with the provision of email services. There is a clear connection between the data elements 
being collected and the purpose of collection. 

It is to be recognized that the use of the email service- given its nature- facilitates the storage of large 
amounts of information, including personal information, in the servers of the service provider outside of 
Canada. This means that while the formal collection of personal information may be limited, the provision 
of personal information into the hands of the service provider may well be extensive. The terms of the 
agreement between the university and Microsoft should be clarified as to use and disclosure of such 
information. It has to be further recognized that this the service provider and the university cannot shield 
such information from the application of relevant laws or judicial processes (i.e. its production for use as 
evidence) regardless of jurisdiction. FIPPA or PIPEDA do not provide absolute protection of personal 
information. 

4.2.5 Limiting Use, Disclosure and Retention 

The general rule is that personal information is not be used or disclosed for purposes other than those for 
which it was collected, except with the consent of the individual or as required by or provided for by 
legislation. Carleton would also be expected to have retention schedules to meet the requirements of the 
limiting retention principle. Once personal information is no longer required for the identified purposes it is 
to be destroyed, erased, or made anonymous. 

This principle does not easily map to the provisioning of an email account. The information is not used for 
a university purpose beyond providing an email account for communication and is not disclosed by 
Carleton beyond being provided to the university's service provider. Information is generally under the 
control of the end user and retention is limited to a window of time during which recovery from deletion (or 
release for over-writing) is possible. Microsoft provides regular backup and leaves the subject of retention 
policies and procedures to the client. 
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Insofar as such information is used to make decisions, under the university's Corporate Records and 
Archives Policy: 

and 

"All records created or received by Carleton University officers or employees in the 
course of their duties on behalf of the University are considered to be "corporate" records. 
As such they are the property of the University and subject to its overall control." 

"Ultimate responsibility for their retention and disposition rests with the Secretariat." 

Pursuant to this overarching policy, each department and operating unit formally or informally establishes 
retention schedules. For example, Carleton's Finance Department retains records for 7 years for audit 
purposes. The Corporate Records and Archives Policy supports this approach: 

"Heads of units seek the advice of the Corporate Archivist in the application of records 
retention schedules, in the identification of records no longer required for administrative 
purposes and/or of items that may be appropriate for archival acquisition." 

The issue of third party access is always important when control of personal information moves outside 
an organization and, as noted above, it is possible that information about the accounts and 
generated/stored using these accounts may be disclosed regardless of the intentions or wishes of the 
service provider (i.e. law enforcement authorities with judicial authorizations to access email accounts). 

Carleton may wish to consider, as a service requirement, a "notice" process whereby it is notified as to 
those parties who seek email-related information or emails. Again, it has to recognize that there may be 
some laws that prohibit prior notice or there may be fact scenarios that require urgent access but not all 
situations fall into these categories. This should occur- again where permitted by law or circumstances
prior to the disclosure in the event Carleton or the individual concerned wish to contest the order requiring 
disclosure. 

It is noted that with respect to: 

(1) Compliance with the law or respond to lawful requests or legal process; 

(2) Action or pursue other remedies against suspected purveyors of spam, viruses, malware, phishing or 
other attacks that have in any manner materially disrupted or diminished, or may in the future in any 
manner materially disrupt or diminish, Microsoft's services; or 

(3) Action, on a good faith belief, that such access or disclosure is necessary to protect the personal 
safety of any individuals from a life-threatening emergency. 

Microsoft somewhat meets this requirement with language in the agreement: 

"Solely with respect to any disclosure made pursuant to subsection (1) above, Microsoft 
will use commercially reasonable efforts to provide Institution notice, when legally 
permissible to do so, that a demand for Institution and/or End User information has been 
made, prior to the disclosure of any such information. In any instance where Microsoft is 
prohibited by law from providing notice, Microsoft will comply with any such lawful request 
or legal process demanding Institution and/or End User information. Solely with respect 
to any disclosure made pursuant to subsections (2) and (3) above, Microsoft will provide 
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" Institution notice, within a commercially reasonable amount of time that a disclosure has 
been made of Institution and/or End User information." 

Again recognizing that this may not be practical in some circumstances, this language constitutes "post 
event" notice and Carleton may wish to seek "pre event" notice. 

4.2.6 Accuracy 

Accuracy as a principle is related to use in that if information is used to make a decision it should be as 
accurate and up-to-date as possible in order to minimize to the extent possible that inappropriate 
information will not be used to make a decision about an individual. While the data elements collected are 
not generally used to make decisions about the individuals concerned, the existence or content of emails 
may be used as evidence to make decisions. Microsoft, as custodian, arguably will make decisions only 
as provided in the circumstances described in the agreement- as noted in the preceding section. 
Carleton should ensure that any decision-making process reflects the correct identity (of the individual 
concerned) and evidence of the integrity of the information used to make the decision. 

Carleton, insofar as it makes decisions and uses email-related information and content in making those 
decisions, should ensure that the integrity of the information held by Microsoft is not compromised. To this 
end, since the integrity of a record is linked to the concept of accuracy, any decision made by the 
university and any access request process should include a request to Microsoft to confirm the integrity of 
the information at the time the personal information is received from Microsoft. 

4.2. 7 Safeguards 

Personal information is to be protected by security safeguards appropriate to the sensitivity of the 
information. This principle requires particular care to be used in the disposal or destruction of personal 
information. The physical and electronic safeguards in place to protect personal information have been 
noted above. 

It is also noted that breach notification provisions are included in the agreement as well as a provision 
pertaining to cooperation 

"Each party will immediately notify the other upon discovery of any unauthorized use or 
disclosure of confidential information and will cooperate in any cooperate in any 
reasonable way to help the other regain possession of the confidential information and 
prevent further unauthorized use unless specifically instructed by institution not do so." 

4.2.8 Openness 

Institutions are expected to be open about their policies and practices with respect to the management of 
personal information, and information describing such policies and practices shall be made available in a 
form that is generally understandable. The information made available shall include the name/title and 
address of the person who is accountable for the personal information policies and practices and to whom 
complaints or inquiries or requests for recourse can be forwarded; the means of gaining access to 
personal information; a description of the type of personal information held including an account of its 
use; and a copy of any brochures or other information that explain the policies and procedures 
surrounding the use of personal information. 
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Carleton's website has a comprehensive statement as to applicable privacy policies6 as well as who is 

accountable for compliance with FIPPA. The Microsoft agreement also addresses this issue: see 
Individual Access below. 

4.2.9 Individual Access 

Under both FIPPA and the GSA Code, individuals have a right to access their own personal information 
and to request that corrections be made. In the context of the email service in question, this obligation 
can be viewed as not generally applicable in that the end user has control of his or her email account and 
its contents. 

Where access to information in one's own account is not at issue, it is noted that the subject of access 
and correction are addressed in the Microsoft agreement and the compliance obligation clearly rests with 
Carleton in its capacity as custodian. The provisions in question state that: 

"At any time as directed by Institution, Microsoft will provide copies of the Personal 
Information (not otherwise available to the Institution through the administrative tools 
provided by Microsoft) to Institution's designated Privacy Officer. Microsoft will using 
commercially reasonable efforts respond promptly to such requests and, where such 
requests are made for the purposes of fulfilling Institution's obligations under the 
Freedom of information and Protection of Privacy Act (Ontario) and other applicable law, 
Microsoft will use commercially reasonable efforts to assist Institution in complying with 
such obligations." 

"Institution will assist End Users who contact Institution with access to and correction of 
End Users' Persona/Information. If Microsoft receives a request from an individual for: 

i. access to his/her Persona/Information; or 
ii. the correction of his/her Persona/Information, 

Microsoft will advise the individual to make his/her request to Institution." 

"Microsoft will, if requested by Institution to do so, assist Institution in correcting any 
Persona/Information that Institution is unable to correct on its own within a commercially 
reasonable time of receiving a written request from Institution." 

4.2.1 0 Challenging Compliance 

Institutions are required to have procedures in place to address complaints or inquiries pertaining to the 
handling of personal information. Carleton's complaint process is easily accessible and simple to use. 
The structure of Microsoft's role as a provider of hosted email services makes it clear that compliance 
with FIPPA or other privacy obligations rests with the university. 

6 See http:l/www2.car!eton.calprivacv/po/icies/. 
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4.3 Location and Law Enforcement Access 

Microsoft indicates that the data for its North American clients is located in the United States 
7

. There is no 

requirement in Ontario law that the university's email data has to be stored in Canada. 

Law enforcemenUnational security access arises as an issue as a result of concerns about American 
government access to personal information under the USA PATRIOT ACT. 

While the data elements provided to Microsoft are minimal, the ability to access personal information 
received or generated has to be recognized as significant because of the potential for harm resulting from 
access to sensitive personal information. The risks in outsourcing are internal (e.g. provider 
employee/subcontractor access) or external (law enforcemenUnational security authorities in other 
jurisdictions) and generally concern revolve around security and unauthorized uses and/or disclosure of 
information. There is also the risk of service disruptions and Carleton's has to be satisfied with the 
measures in place to ensure reliability and availability. 

There exists a general view in Canada, regardless of the probability "of such actions, that American 
authorities could easily access personal information about Canadians because of such information being 
in the custody or control of an American company. This has morphed over time into a general concern 
about personal information about Canadians being held in the United States. 

The argument is that a court, pursuant to legislative authority, has the ability to order a US-located 
corporation to produce records under that corporation's control. 

While this is true, the reality is that the requirements of the PATRIOT Act can also be found in Canadian 

law8 and that extensive data sharing occurs between Canadian and American law enforcement 

authorities as a result of mutual legal assistance treaties. There is no border when it comes to anti
terrorism cooperation and if American (or any other country's) authorities want information about 
Canadians they are more likely to ask their Canadian counterparts for it than sort through databases of 
American service providers located in the United States. 

Wherever personal information is located, it will be subject to the laws of that jurisdiction. Whatever 
concerns about law enforcement access triggered by the PATRIOT Act could equally exist with a 
Canadian service provider in Canada. The result is that any concerns about the location of personal 
information of Canadians should focus on the security measures of the providers themselves than any 
perceived "easier" access by law enforcement access. 

Ontario's Information and Privacy Commissioner (I PC) examined the issue of the cross-border storage 
and processing of personal information in response to a complaint under FIPPA about the implementation 
of an on-line system for the purchase of hunting and fishing licenses. The personal information in 
question collected was stored in a database in the United States. 

One of the issues considered was whether reasonable measures were in place with respect to the privacy 
and security of the personal information of applicants in accordance with FIPPA. The Commissioner 
expressly considered the impact the impact of the American PATRIOT Act in her resulting report 

7 See "Top 10 Questions You Should Always Ask Your Cloud Services Provider' available at 
http://trustoffice365.com. 
8 See, for example, Canada's Anti-Terrorism Act, S.C. 2001, c. 41. 
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Reviewing the Licensing Automation System of the Ministry of Natural Resources: A Special Investigation 

Report In commenting on the PATRIOT Act, 

"I understand the complainant's concern that the PATRIOT Act may be used by U.S. law 
enforcement agencies to access Ontarians' personal information. However, the risk that 
law enforcement agencies may access personal information is not restricted to 
information held in the U.S. In fact, Canadian law enforcement agencies have similarly 
robust legal powers to obtain personal information held in Canada, and similar powers 
exist throughout most countries in the world. Further, law enforcement agencies in 
Canada, the U.S. and other countries have the ability to reach across borders to access 

personal information under various laws and agreements. "10 

Her conclusion was that: 

"The Act [FIPPA] does not prohibit provincial institutions from outsourcing services on the 
basis that foreign law, including the PATRIOT Act, may apply. Similarly, there is no 
prohibition on the storage of personal information by government institutions outside the 
province ... Personal information may be subject to disclosure to law enforcement 
authorities, whether stored in the province or elsewhere. The critical question for 
institutions which have outsourced their operations across provincial or international 
borders is whether they have taken reasonable steps to protect the privacy and security 

of the records in their custody and control." 11 

She ended the report with a specific message that warrants mention: 

Commissioner's Message 

There may be no greater area of confusion and misunderstanding than fear of the 
PATRIOT Act. The PATRIOT Act has invoked unprecedented levels of apprehension and 
consternation - far more than I believe is warranted. For the reasons outlined on pages 5 
and 6, the feared powers were available to law enforcement long before the passage of 
the PATRIOT Act, through a variety of other legal instruments. In my view, these fears 
are largely overblown, and focusing on them unduly constitutes a pointless exercise. 1 
believe it is far more productive to compel organizations tobe fully responsible and 
accountable for the services they provide or outsource. As noted earlier, my position on 
this remains that you can outsource services, but you cannot outsource accountability. 
Flowing from that, one critical question prevails: Have reasonable steps been taken to 
ensure privacy and security, regardless of where the data resides? The measures taken 
by M{IJR, as described in this report, represent a good example of such accountability." 

While one may express possible concern about the storage of information in the United States, there is 
no legal impediment to doing so under FIPPA. 

9 PC12-39, June 27,2012. 
10 Ibid, p. 5. 
11 Ibid, p.6. 
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5 Conclusion 

A privacy impact assessment is, as the name suggests, an assessment of the privacy implications of a 
particular initiative. In this instance, Carleton has requested an assessment with respect to an initiative 
involving its proposed use of Microsoft's hosted email service. 

Privacy risks may be characterized as "individual" or "organizational". Individual privacy risk arises where 
there is the loss, damage, misuse or abuse of an individual's personal information. Organizational privacy 
risks are heightened where: 

(a) Public expectations as to the protection of personal information are not met; 

(b) Key stakeholders withdraw support because of perceived privacy threats; 

(c) A project or system is under utilized because of increased costs result from design changes or 
retro-fitting solutions; 

(d) Regulators take action to respond to a failure in legislative compliance; or 

(e) Legal claims (including class actions) are made for compensation from affected individuals. 

Organizational privacy risks manifest themselves in a variety of ways but generally revolve around: 

• Unauthorized use of information by authorized users. 

• Unauthorized collection/use or disclosure of information by external parties. 

• Unauthorized or inappropriate collection/use or disclosure by a contractor or service provider or 
partner organization. 

• Loss, destruction or loss of use of information. 

• Loss of integrity of information. 
• "Function creep" or changes in use and/or disclosure. 

• Non-compliance with legislative requirements (e.g. accuracy, access or correction). 

The implications of these privacy risks are particularly acute where there are "persons at risk" and/or 
"vulnerable populations". "Vulnerable populations", which have not been 'identified in the course of this 
assessment, include younger children or adults who lack capacity to provide consent. 

A "person at risk" is ah individual whose circumstances are such that they may face physical or 
psychological harm or commercial exploitation of their personal information. "Persons at risk" include 
victims of domestic violence; celebrities and VIPs, (e.g. politicians; sports personalities, entertainers; 
people 'in the public eye' or public proponents of controversial views). It is possible that within the faculty 
there may well be "persons at risk" given the exercise of academic freedom in any particular instance and 
the expression of views that may attract interest from American authorities. 

It may be viewed as an understatement but the use of a service resulting in the storage of email in the 
United States, especially in a "post-Snowden" world of widespread data collection and surveillance by 
government, will attract attention from faculty and staff. A similar initiative at the University of Toronto in 
the fall of 2013 already resulted in faculty opposition and a "teach-in". Carleton officials should therefore 
be aware that it is likely that claims of inappropriate threats to privacy may well be made. Having said 
that, this may be characterized as a political risk as opposed to a legal one since the provincial 
Information and Privacy Commissioner has expressly opined on the subject of FIPPA and the storage of 
personal information in the United States and views it as permissible subject to appropriate security 
measures. 
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Most of the data protection obligations under FIPPA fall upon Carleton university as opposed to Microsoft, 
with the proviso that Microsoft has to (i) have appropriate security (physical, technical and procedural) 
measures to prevent unauthorized use or disclosure of information by authorized users; any unauthorized 
collection/use or disclosure of such information by external parties; and any loss or destruction of 
information and (ii) adhere to limitations on the collection, use, disclosure and retention of such personal 
information in its custody. The agreement between Microsoft and Carleton reflects these obligations. 
Microsoft's statements as to security measures- in adherence to the Cloud Control Matrix- reflects a 
comprehensive and mature security regime. 

In conducting this assessment, it is clear that Carleton recognizes its accountability for with respect to 
personal information held by it on behalf of providers. In using email services by a third party service 
provider, privacy risk mitigation for Carleton involves communication, contractual requirements and 
internal measures. 

Aside from the emotionally and politically charged issue of personal information storage in the United 
States, there are few privacy-related issues arising out of this initiative. Provided some adjustments can 
be made, the use by Microsoft of personal information, held as part of the provision of a hosted email 
service, is such that a reasonable person would consider it appropriate in the circumstances. 

For Carleton, a small number of recommendations are made: 

1. Since the integrity of a record is linked to the concept of accuracy, any decision made by the university 
and any access request process should include a request to Microsoft to confirm the integrity of the 
information at the time the personal information is received from Microsoft. 

2. Because the language is broad, vague and provides Microsoft with much discretion Carleton may wish 
to clarify the contract language to better specify the circumstances where Microsoft should "respond to 
lawful requests or legal process". 

3. While the Microsoft agreement does provide that Microsoft will endeavor to provide notice of access 
requests, the language should be adjusted to change form constitutes "post event" notice to "pre event" 
notice where feasible and permitted by law. This will permit the university to consider whether or not to 
challenge such requests. 

4. In the interest of greater transparency, Carleton should amend policy statements and notices to 
indicate that personal information within the email system is stored in the United States and subject to the 
laws of that jurisdiction. 
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