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This annotated bibliography was produced as part of the eCommunications 
Outsourcing Project (http://ecommoutsourcing.ischool.utoronto.ca), a yearlong project 
undertaken by an interdisciplinary team of researchers at the University of Toronto.1 It 
is designed to accompany the findings of the project’s final report, “Seeing Through the 
Cloud: National Jurisdiction and Location of Data, Servers, and Networks Still Matter in 
a Digitally Interconnected World.” 

The resources included in this annotated bibliography are intended to provide an 
overview of the literature available regarding cross-border data flows, privacy, and the 
rise of cloud computing. In compiling these resources, the primary focus has been on 
relevant scholarly literature (as opposed to reporting, blogs, and other forms of public 
information), drawing from a variety of disciplines, including law, computer science, 
engineering, information studies, and surveillance studies. The materials included 
below are designed to present a cross-section of the available literature; all of the 
references below should be comprehensible to a general audience interested in the 
privacy implications of eCommunications and cloud computing. 

There is a wide range of peer-reviewed literature available regarding cloud computing, 
but very little of it deals directly with questions of privacy and outsourcing. 
Furthermore, the literature which does address questions of privacy often overlooks 
questions of multinational and cross-border data flows and storage. Given the rapid 
and significant technological changes in this area, this bibliography has focused 
primarily on more recent literature.  
 
This literature was identified through the University of Toronto Libraries holdings and 
databases, working with reference library staff at the University of Toronto Faculty of 
Information Inforum. 

                                                 
1 This annotated bibliography was prepared as part of a research project funded by the Office of the Privacy 
Commissioner of Canada’s 2014-2015 Contributions program “Assessing the Privacy Risks of Extra‐National 
Outsourcing of eCommunications” and forms Appendix F of the final report. The complete project findings and 
recommendations are available at http://ecommoutsourcing.ischool.utoronto.ca/. This project has been funded by the 
Office of the Privacy Commissioner of Canada (OPC); the views expressed herein are those of the authors and 
contributors and do not necessarily reflect those of the OPC. 
 

http://ecommoutsourcing.ischool.utoronto.ca/
http://ecommoutsourcing.ischool.utoronto.ca/
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History of Surveillance and Privacy 
 
Agur, Colin. “Negotiated Order: The Fourth Amendment, Telephone Surveillance, and 
Social Interactions, 1878-1968.” Information & Culture: A Journal of History, Vol. 24, No. 4 
(2013): 419-447. 
 

Agur’s article provides historical background on the use of telephone 
surveillance in the United States, chronicling debates from the first 
telephone conversation in 1878 through the Federal Wiretap Law of 1968. 
This research provides vital context to the nature of governmental collection 
efforts and of conversations in the United States around telephone 
surveillance, long predating recent debates about the National Security 
Agency’s activities post-Snowden. Agur argues that this history offers key 
lessons for those working on telecommunications, surveillance, and the law, 
particularly the role of individuals from judges to lawmakers in shaping the 
conversation around surveillance and personal information. 
 
Keywords: data collection, national security, surveillance, telephone 
surveillance, wiretapping 
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Bamford, James. The Puzzle Palace: A Report on America’s Most Secret Agency. New York: 
Penguin, 1982. 
 

Bamford’s work was the first major text to discuss the activities of the 
National Security Agency, published in 1982. The Puzzle Palace, however, 
remains an excellent source for anyone interested in the roots of US 
surveillance activities and of the institutional history of the National 
Security Agency. As international conversations regarding surveillance 
continue to be driven by the NSA’s activities, Bamford’s analysis of the 
extra-legality of the NSA and the nature of its intelligence-gathering efforts 
is vital background reading as Bamford argued presciently that these roots 
would allow the NSA to continue gathering increased personal data as 
technologies evolved. 
 
Keywords: history of surveillance, National Security Agency 
 
Related materials: Nazaryan, Alexander. “The N.S.A.’s Chief Chronicler.” 
The New Yorker, June 10, 2013. http://www.newyorker.com/books/page-
turner/the-n-s-a-s-chief-chronicler. 
 

Burke, Colin B. Information and Intrigue: From Index Cards to Dewey Decimals to Alger Hiss. 
Cambridge: The MIT Press, 2014. 
 

Beginning with Herbert Haviland Field, the Concilium Bibliographicum, 
and the development of a basic indexing system, Burke uses personal 
history, biography, and family ties to tell an engaging story about the 
development of science information technologies in the 20th century United 
States. While more biographical than many of the other resources listed 
here, Burke’s detailed discussion of the links between Cold War espionage, 
the Field family, and science information informs our contemporary 
understanding of the intersection between information, surveillance, and 
espionage. 
 
Keywords: biography, Herbert Haviland Field, history of information 
systems, internationalism, science information 
 

 
 
  

http://www.newyorker.com/books/page-turner/the-n-s-a-s-chief-chronicler
http://www.newyorker.com/books/page-turner/the-n-s-a-s-chief-chronicler
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Desai, Anuj C. “Wiretapping Before the Wires: The Post Office and the Birth of 
Communications Privacy,” Stanford Law Review Vol. 60, Issue 2 (Nov. 2007): 553-594. 
 

Desai seeks to contextualize the 2006 debates over a US federal court ruling 
that the Terrorist Surveillance Program violated the protections of the 
Fourth Amendment. This article examines how contemporary debates relate 
back to early concerns about the abuse of power in the United States Post 
Office. In doing so, Desai argues that this context is vital to understand the 
modern perception of communications privacy, as these ideas stem from 
late eighteenth century regulations regarding the Post Office, not from the 
Bill of Rights or the US Constitution directly. 
 
Keywords: communications, definitions of privacy, Fourth Amendment, 
history of privacy, protections 
 

Lane, Frederick S. American Privacy: The 400-Year History of Our Most Contested Right. 
Boston: Beacon Press, 2009. 
 

Lane’s work places contemporary debates about the National Security 
Agency, the Foreign Intelligence Surveillance Act (FISA), and personal 
privacy into a longer trajectory of United States history. Lane argues that, at 
its core, US history is inseparable from debates over the protection of 
personal privacy from the American Revolution on. It provides a concise, 
overarching history of how privacy concerns have been created, debated, 
and violated since the founding of the United States. 
 
Keywords: definitions of privacy, history of privacy, National Security 
Agency, United States of America 
 

Parenti, Christian. The Soft Cage: Surveillance in America from Slavery to the War on Terror. 
New York: Basic Books, 2003. 
 

Parenti’s argument is unlike many other texts regarding the history of 
surveillance activities. Rather than focusing on the policy-makers and 
events that have driven previous US surveillance activities, The Soft Cage 
addresses the broader societal, cultural, and ideological aspects of state 
surveillance. Parenti’s discussion of US surveillance from monitoring slaves 
to the present day focuses on the increase in federal power, arguing that 
state surveillance activities reflect a series of class-based priorities designed 
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to promote the power of the upper classes and preserve the status quo 
system. 
 
Keywords: cultural implications of privacy and surveillance, definitions of 
surveillance 

 
Rosen, David and Aaron Santesso. “Inviolate Personality and the Literary Roots of the 
Right to Privacy.” Law and Literature, Vol. 23, Issue 1 (March 2011): 1-25. 
 

Rosen and Santesso examine the historical roots of privacy, considering the 
development of individual privacy in both the legal and literary spheres. 
Their analysis focuses primarily on the arguments advanced by Samuel 
Warren and Louis Brandeis in their 1890 Harvard Law Review article, “The 
Right to Privacy.” The article echoes early arguments that “The Right to 
Privacy” was responsible for the notion of privacy as a right that should be 
legally protected by the state. Rosen and Santesso demonstrate the 
continued complexity of privacy as a concept by drawing on the legal and 
cultural roots, arguing that our understanding of privacy as a “Western 
ethno-religious tradition” can not be explained without considering both 
the legal and societal underpinnings of the term. 
 
Keywords: definitions of privacy, history of privacy 
 

 

Privacy and the Cloud 
 
Gutwirth, Serge, Ronald Leenes, Paul de Hert, and Yves Poullet ed. European Data 
Protection: Coming of Age. New York: Springer, 2013. 
 

This collection of articles provides useful background to understand cross-
border data transfers and privacy, even beyond the European experience. 
Any individual interested in questions of privacy and online data should 
consult Ann Cavoukian’s chapter, “Privacy by Design: Leadership, 
Methods, and Results,” and “Seven Types of Privacy” contributed by 
Rachel L. Finn, David Wright, and Michael Friedewald. Finn, Wright, and 
Friedewald provide a solid background on the development of privacy as a 
concept, tracing it from the 1890s to the present. Cavoukian’s piece expands 
on the concept of “privacy by design” introduced in Modelling Cloud 
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Computing Architecture Without Compromising Privacy: A Privacy by Design 
Approach, arguing that privacy considerations must be an integral part of 
the development and design process from the outset, rather than concerns 
once a new technology has been developed. 
 
Keywords: case studies, data protection, definitions of privacy, European 
Union, privacy 

 
Hayes, Arthur S. Mass Media Law: The Printing Press to the Internet. New York: Peter 
Lang, 2013. 

 
Hayes examines how legislation has regulated media and communications 
technologies, placing recent developments in Internet technology in a 
broader history of communications. This approach enables Hayes to show 
how key concepts, such as network neutrality, have roots in earlier 
technologies and remain relevant in today’s world. Hayes’ text is an 
excellent introduction to the legal theories and concepts that have and 
continue to shape mass media communications. 
 
Keywords: history of communications, legal framework 
 

House of Commons, Canada. Open and Shut: Enhancing the Right to Know and the Right to 
Privacy. Report of the Standing Committee on Justice and Solicitor General on the 
review of the Access to Information Act and the Privacy Act. Ottawa: Supply and 
Services Canada, 1987. 
 

This 1987 report, issued by the Standing Committee on Justice and the 
Solicitor General, comprehensively reviewed two key pieces of Canadian 
privacy legislation: the Access to Information Act and the Privacy Act. The 
report’s findings included over 100 recommendations for how to improve 
upon this legislation. Although the report is now over two decades old, 
many of its conclusions still remain unfulfilled and have reappeared in 
subsequent reports on how to improve the current privacy legislation in 
Canada. This initial review of the Access to Information Act and the Privacy 
Act provides vital background for anyone interested in Canadian legal 
protections. Furthermore, it provides a touchstone to understand how the 
conversation within the Canadian government has evolved in recent 
decades. 
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Keywords: right to privacy, protections, Access to Information Act, Privacy 
Act, Canadian privacy legislation 
 
Note: This publication is also available in French under the title Une 
Question a Deux Volets: comment ameliorer le droit d’acces a l’information tout en 
renforcant les measures de protection des renseignements personnels. 
 

Katz, Richard ed. The Tower and the Cloud: Higher Education in the Age of Cloud 
Computing. Boulder: EDUCAUSE, 2008. Available online 
at: https://net.educause.edu/ir/library/pdf/PUB7202.pdf. 
 

The Tower and the Cloud is illustrative of the common approach to cloud 
computing as it relates to educational institutions, focusing primarily on its 
impact on education, teaching methods, and academic research. There is 
limited discussion of accountability and technological advances, let alone 
the privacy implications for students, faculty or other university staff. Brian 
L. Hawkins’ contribution touches on privacy briefly, but primarily 
considers the intersection between cloud computing and transparent 
reporting about universities. 
 
Keywords: e-learning, higher education sector, research, scholarship 

 
Mosco, Vincent. To the Cloud: Big Data in a Turbulent World. Boulder: Paradigm 
Publishers, 2014. 
 

Mosco offers a detailed and critical view of the Cloud, its development, and 
its current role in society. To the Cloud explores the increasingly widespread 
use of cloud technologies in the public and private sectors worldwide, 
considering the implications of the adoption of these technologies. In doing 
so, Mosco also considers the marketing surrounding the cloud, particularly 
the prevailing view that cloud technologies are simply more convenient. 
Mosco argues that, despite the  “light” connotations of the cloud 
terminology, there are real and deep consequences as a result of cloud 
technologies, warning against the commercialization of personal data and 
the elimination of numerous IT jobs. 
 
Keywords: big data, the cloud, cloud technologies, marketing 

 

https://net.educause.edu/ir/library/pdf/PUB7202.pdf
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Perrin, Stephanie et al. The Personal Information Protection and Electronic Documents Act: 
An Annotated Guide. Toronto: Irwin Law, 2001.2 

 
As the title clearly indicates, this guide is designed to provide context to 
help understand and clarify the Canadian government’s federal legislation 
governing privacy of electronic records in the private sector, the Personal 
Information Protection and Electronic Documents Act (PIPEDA). The text 
highlights many of the key concerns expressed by privacy advocates about 
the legislation, such as the absence of a so-called “justification principle” 
which would require an organisation to disclose “why it is collecting, using, 
or disclosing personal information” (61). 
 
Keywords: Canadian legislation, Personal Information Protection and 
Electronic Documents Act, privacy 

 
Sarat, Austin ed. A World Without Privacy: What Law Can and Should Do? New York: 
Cambridge University Press, 2015.3 
 

This recent publication explores the implications of changing definitions of 
privacy, considering the rise of the Internet and the use of social media as 
one example of these shifting norms. The contributions to this edited 
volume focus on how existing legal structures can be adapted to meet these 
challenges and what role the law could play in protecting individual 
privacy. It is written in clear, accessible language, laying out the core legal 
issues in a manner that can be understood by anyone, not simply those with 
a legal background. 
 
Keywords: definitions of privacy, legal protections 

 
Schwartz, Paul M. “Information Privacy in the Cloud.” University of Pennsylvania Law 
Review 161 (2013): 1623-1662. Available online at: 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2290303. 
 

Schwartz’s work examines the development of cloud storage in computing 
and its implications for the protection of data. His article provides a brief 
overview of the changing nature of data transfers as a result of cloud 

                                                 
2 Please note that Stephanie Perrin is a member of the eCommunications Outsourcing Project research team. 
3 Please note that one of the eCommunications Outsourcing Project’s co-investigators, Lisa M. Austin, contributed 
to this edited volume. 
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computing, as well as the key privacy issues which have emerged as a result 
of these changes in everyday Internet usage. Focusing primarily on the 
differences between European and American privacy law, Schwartz’s text 
highlights many of the dominant issues surrounding privacy and personal 
data, such as the desire to protect personal data without creating a 
bureaucratic nightmare of restrictions and regulations. In doing so, 
Schwartz explores existing legal structures in the European Union 
regarding data and privacy, highlighting the difficulties with applying these 
regulations to the new technological realities of the cloud. 
 
Keywords: cross-border data flows, data protection, European Union, 
personal information, privacy 

 
Solove, Daniel J. Nothing to Hide: The False Tradeoff Between Privacy and Security. New 
Haven: Yale University Press, 2011. 
 

Solove tackles public discourse about security and privacy, arguing that the 
existing debates between the two are framed incorrectly. Section Four of 
Solove’s text is most relevant, focusing on the role of new technologies upon 
privacy. His examples draw on the United States, considering, for example, 
the role of the Constitution, Bill of Rights, and the PATRIOT Act, but are 
nevertheless relevant to a Canadian audience whose data is often stored in 
the United States as a result of extra-national outsourcing decisions. 
 
Keywords: privacy-security debate, United States of America 

 
Wei, David S. L., San Murugesan, Sy-Yen Kuo, Kshirasagar Naik, and Danny Krizanc. 
“Enhancing Data Integrity and Privacy in the Cloud: An Agenda.” Computer 46:11 
(November 2013): 87-90. 
 

This column in the Institute of Electrical and Electronics Engineers’s (IEEE) 
publication Computer provides a concise overview of the technical 
advances and ongoing issues relating to data privacy. For a general 
audience, the tables outlining the core strengths and weaknesses of recent 
methods developed for data encryption and auditing are particularly 
valuable. It recognizes the ongoing public concerns about data privacy, 
calling for research regarding encryption and auditing processes to improve 
cloud computing. 
 
Keywords: auditing, data security, encryption 
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Zeng, Ke and Ann Cavoukian. Modelling Cloud Computing Architecture Without 
Compromising Privacy: A Privacy by Design Approach. Toronto: Information and Privacy 
Commissioner of Ontario, 2010. 
 

This paper, published by the Information and Privacy Commissioner of 
Ontario, highlights the clear need to pursue research in computer 
engineering to ensure that data storage in the cloud continues to protect the 
data of individuals and corporations. The publication provides a basic 
overview of existing cloud computing structures — software as a service 
(SaaS), platform as a service (PaaS), and infrastructure as a service (IaaS) — 
as well as definitions of private, public, and hybrid delivery models. This 
overview serves as a foundation to discuss the current limitations of cloud 
computing with respect to data privacy, providing useful diagrams to 
explain possible structures to guarantee appropriate access. It argues for the 
inclusion of privacy concerns in the original design, rather than adapting 
platforms after the fact to ensure suitable protection of data — a theme 
regularly explored in much of Ann Cavoukian’s writings. 
 
Keywords: data protection, positive-sum paradigm, privacy 
 

Crossing Borders: Transborder Data Flows 
 
Kuner, Christopher. Transborder Data Flows and Data Privacy Law. Oxford: Oxford 
University Press, 2013. 
 

Kuner’s work provides a detailed overview of transborder data flows and 
ongoing efforts to legislate and restrict these data transfers. He delves into 
the historical evolution of regulations surrounding transborder data flows, 
drawing upon examples from across the globe. Alongside this historical 
background, Kuner also explores the current state of regulations and future 
initiatives to protect data transfers across borders. For anyone seeking to 
understand the existing legal frameworks around online data and cross-
border data flows, this text provides a key basis. 
 
Keywords: cross-border data flows, legislation, privacy, security 
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Laperrière, René et al. Crossing the Borders of Privacy: Transborder Flows of Personal Data 
from Canada. Ottawa: Dept. of Justice Canada, 1990. 
 

This report, based on a study completed by the Computer Science and Law 
Research Group, is a key read for anyone interested in how concerns about 
transborder data transfers have been treated in the past. It provides a vital 
frame of reference for this interested in the evolution of this issue. 
 
Keywords: Canadian legislation, privacy, transborder data flows 
 
Note: This publication is also available in French, published under the title 
Vie privée sans frontières. 

 
LeSieur, Francois. “Regulating Cross-Border Data Flows and Privacy in the Networked 
Digital Environment and Global Knowledge Economy.” International Data Privacy Law 
Vol 2 (2) (May 201): 93-104. 
 

This article divides the question of internet privacy into two distinct aspects. 
First, it lays out the central issues to privacy which have developed with the 
rise of the Internet, as well as providing a brief overview of the technical 
details regarding the structure of the Internet. In the second portion, 
LeSieur considers the difficulties facing existing privacy laws and structures 
in regulating cross-border flows of data. LeSieur’s treatment of the issue is 
clear and straightforward, providing technical details where relevant, and 
introduces key questions regarding national sovereignty and differing 
international perceptions of privacy. 
 
Keywords: cross-border data flows, legal protections, privacy 
 

Cloud Computing Information Security and Risk Assessment 
 
Cartensen, Jared, Bernard Golden, and JP Morgenthal. Cloud Computing: Assessing the 
Risks. IT Governance, 2012. 
 

This guide is designed to provide a comprehensive, yet easily accessible 
overview to the issues and risks regarding cloud computing. It reviews the 
definitions of cloud computing and identifies key risk areas, including 
security and associated organisational risks. Notably, the text devotes a 
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chapter to the role of borders within cloud computing, considering the risks 
of cloud usage and data storage. Cartensen, Golden, and Morgenthal’s work 
is an excellent starting point for anyone interested in questions of privacy, 
security, and cloud computing for individuals and organisations. The text 
itself is primarily targeted towards organisations, but the straightforward 
language and charts make it relevant for any individual seeking a clear 
overview of the issues raised by the growth of cloud computing. 
 
Keywords: compliance, cross-border data flows, organisational cloud 
computing, risk assessment, security 
 

Halpert, Ben ed. Auditing Cloud Computing: A Security and Privacy Guide. Hoboken: John 
Wiley & Sons, 2011.  
 

Halpert’s edited volume was designed to be a reference handbook for IT 
professionals, particularly those focused on auditing. Accordingly, the text 
has overview articles on all of the major aspects of cloud computing — 
audits, governance, infrastructure, delivery methods, privacy, 
organisational continuity, and global regulations. Chapters 6 and 9 are of 
particular relevance to anyone interested in questions of privacy, 
jurisdiction, and data flows; both provide a strong outline of the core issues. 
Halpert’s text also includes a cloud computing audit checklist. 
 
Keywords: auditing, organisational cloud computing, risk assessment 
 

Rittinghouse, John W. and James F. Ransome. Cloud Computing: Implementation, 
Management, and Security. Boca Raton: CRC Press, 2010. 
 

Rittinghouse and Ransome outline key aspects of cloud computing with the 
central objective of promoting the widespread adoption of cloud 
computing. When discussing security and privacy issues, the text considers 
the current state of the technology and best practices. Given the text’s 
motivation in promoting the use of cloud computing, Rittinghouse and 
Ransome provide useful context for how privacy and data storage issues 
were discussed prior to the increased discussion regarding surveillance, 
storage, and personal data privacy after Edward Snowden’s revelations in 
2013. 
 
Keywords: adoption of cloud computing, recommended practices 
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The Surveillance State and the Post-Snowden Context 
 
Bauman, Zygmunt, Didier Bigo, Paulo Esteves, Elspeth Guild, Vivienne Jabri, David 
Lyon, and R. B. J. Walker. “After Snowden: Rethinking the Impact of Surveillance.” 
International Political Sociology, Vol. 8 (2014): 121-144. 
 

This article explores the global conversation regarding data storage, 
privacy, and state surveillance post-Snowden. It outlines the relationship 
between state surveillance and individuals’ protected rights to privacy, as 
defined by the United Nations International Covenant on Civil and Political 
Rights (1966). Given the increasing public discussion and politicization of 
data, privacy, and e-communications following Edward Snowden, this 
article provides a detailed, yet comprehensible overview of the key issues 
that are currently framing international discussions of privacy, security, and 
data transfers. The authors argue, however, that public interest and concern 
in these issues remains limited, even in the wake of Snowden’s revelations, 
as these surveillance activities do not impact the average Internet user. 
 
Keywords: Edward Snowden, international privacy requirements, National 
Security Agency, privacy, surveillance 
 

Bennett, Colin J., Kevin D. Haggerty, David Lyon, and Valerie Steeves, eds. Transparent 
Lives: Surveillance in Canada. Edmonton: UA Press, 2014. 
 

Transparent Lives demonstrates how the rapid proliferation of electronic 
communications and technological advances has introduced new types of 
surveillance into everyday life in Canada. This text helps place concerns 
about eCommunications privacy into a broader framework, including the 
increase in surveillance in physical spaces and the digital space alike. 
Furthermore, it argues that the drive for increased surveillance is directly 
linked to a desire for increased security; on the other hand, however, the 
text highlights how the lines between private and public have become 
increasingly blurred. 
 
Keywords: Canada, security, surveillance 
 
Additional information can be found on the project’s website at 
http://www.surveillanceincanada.org. 
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Diffie, Whitfield and Susan Landau. Privacy on the Line: The Politics of Wiretapping and 
Encryption. Updated and expanded edition. Cambridge: MIT Press, 2007. 
 

In response to the rise of telecommunications usage in modern society, 
Diffie and Landau seek to contextualize and explain key practices that the 
state uses to monitor these telecommunications. The text explores central 
concepts, such as cryptography and law enforcement techniques, asking the 
reader to consider how these concepts work and how they should work. In 
doing so, Diffie and Landau highlight the steady erosion of privacy within 
the United States, arguing that the US “government’s record of privacy 
violations means that any broadening of its snooping powers must be 
viewed with the gravest concern.” (320) 
 
Keywords: cryptography, law enforcement, privacy, surveillance, 
telecommunications, wiretapping, United States of America 

 
Haggerty, Kevin D. and Minas Samatas, ed. Surveillance and Democracy. New York: 
Routledge, 2010. 
 

In this edited volume, Haggerty and Samatas have approached the 
intersection of surveillance democracy in three ways: theoretical 
frameworks of these concepts, the political uses of surveillance in 
democratic societies, and, finally, a series of case studies to explore the 
applications of surveillance in democracies. Taken together, these articles 
raise central questions about the evolution of democratic society and the 
role of surveillance in such political systems. In particular, the changing 
landscape post–9/11 is a central focus of the text. While it does not deal 
directly with questions of the Cloud, it provides relevant contextual 
information to anyone interested in broader conversations about privacy, 
security, surveillance, and speech in the internet age. 
 
Keywords: democracy, privacy, security, surveillance 

 
Lyon, David. The Electronic Eye: The Rise of Surveillance Society. Minneapolis: University 
of Minnesota Press, 1994. 
 

The Electronic Eye provides useful context to any individual interested in the 
evolution of contemporary debates regarding new technologies and 
surveillance activities. Lyon emphasizes the diversity of activities that can 
be considered surveillance, pointing out how the advances made possible 



Colbourn et al, “Annotated Bibliography,” 15 

by computing technology continue to have clear benefits which should not 
be overlooked despite concerns about more harmful surveillance 
capabilities. Particularly useful for those interested in questions of 
technological advance, privacy protection, and personal information is 
Lyon’s argument that privacy is an insufficient concept to meet the 
challenges of new technology, given the term’s attachments to class and 
social standing (see Chapter 10). 
 
Keywords: definitions of privacy, history of surveillance, surveillance, 
technological change 

 
Marsden, Chris. “Hyper-power and Private Monopoly: The Unholy Marriage of 
(Neo)corporatism and the Imperial Surveillance State,” Critical Studies in Media 
Communication Vol. 31, Issue 2 (March 2014): 100-108. 
 

Marsden argues that the Snowden revelations of US and UK surveillance 
activities do not reflect a fundamentally new pattern of behaviour, but are 
instead demonstrative of a long-standing tradition of “hyper-power world 
domination.” Marsden discusses earlier surveillance methods of the British 
Empire, in particular their control of telegraph technologies, highlighting 
how these methods were a precursor for current surveillance techniques. In 
doing so, Marsden invokes the imagery of Orwell to describe both US and 
UK surveillance techniques. 
 
Keywords: British Empire, case studies, history of surveillance, hyper-
power, United States of America 

 
Murakami Wood, David and Steve Wright. “Before and After Snowden.” Surveillance & 
Society, Vol. 13, No. 2 (2015): 132-138. Available online 
at: http://library.queensu.ca/ojs/index.php/surveillance-and-
society/article/view/snowden_editorial/snowden_ed. 
 
 

This editorial explores the extent to which Snowden’s revelations resulted 
in a significant shift in conversations surrounding surveillance, privacy, and 
eCommunications, setting the tone for Surveillance & Society’s issue 
dedicated to the topic (contributions appear from David Lyon, Miguelángel 
Verde Garrido, Jason Keiber, Lonneke Van der Velden, and Matthias 
Schulze, with a brief overview of each in this Murakami Wood and Wright 
introductory editorial). Murakami Wood and Wright look to place Snowden 

http://library.queensu.ca/ojs/index.php/surveillance-and-society/article/view/snowden_editorial/snowden_ed
http://library.queensu.ca/ojs/index.php/surveillance-and-society/article/view/snowden_editorial/snowden_ed
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in a larger framework, discussing whistleblowers before Snowden and how 
Snowden himself — and his role as a contractor — illustrated the changes in 
the United States’ security apparatus which were confirmed in the post–9/11 
era. 
 
Keywords: Edward Snowden, surveillance, surveillance studies, 
whistleblowers 

 
Wall, David S. “Surveillant Internet Technologies and the Growth in Information 
Capitalism: Spams and Public Trust in the Information Society.” In The New Politics of 
Surveillance and Visibility. Edited by Kevin D. Haggerty and Richard V. Ericson. Toronto: 
University of Toronto Press, 2006. 340-362. 
 

Wall’s article focuses on the potential use of internet technologies as a 
means of conducting surveillance. In the text, Wall introduces a range of 
surveillant activities which can be conducted with existing internet 
technologies, as well as the commodification and commercial use of online 
data. It provides detailed context for a broader discussion of the intersection 
between data flows, privacy, and surveillance. Wall argues that surveillance 
activities will prevent the long-term growth of an information economy, as 
public trust will continue to be eroded as a result of surveillance. 
 
Keywords: commercial data use, privacy, surveillance 

 
Zureik, Elia, L. Lynda Harding Stalker, Emily Smith, David Lyon, and Yolande E. Chan 
ed. Surveillance, Privacy, and the Globalization of Personal Information: International 
Comparisons. Montreal: McGill-Queen’s University Press, 2010. 
 

Although this text does not discuss eCommunications privacy directly, it 
does provide relevant context to the broader questions of information, 
privacy, and state borders. Based upon research conducted by the 
Globalization of Personal Data project at Queen’s University, much of the 
discussion is particularly relevant to Canadian institutions and individuals, 
as there is extensive discussion of Canadian legislation and experiences. 
Much of the work is comparative and considers policies from across the 
globe, including (but not limited to) Canada, the United States, Hungary, 
France, and China. Arthur J. Cockfield’s contribution demonstrates how a 
Canadian resident’s data is protected in other jurisdictions, highlighting the 
differences between Canadian regulations and those of the United States, 
Mexico, Brazil, and China. 
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Appendix A: British Columbia as a Case Study 
 
Given the strength of British Columbia’s provincial privacy regulations, it provides a 
useful case study to consider the possible risks inherent in eCommunications, as well as 
potential frameworks to ensure the protection of personal data in these 
eCommunications. The resources below have been selected to provide an overview of 
British Columbia’s current regulations. 
 
See in particular the influential Loukedelis report. 
British Columbia, Office of the Information and Privacy Commissioner. Privacy and the 
USA PATRIOT Act, Implications for British Columbia Public Sector Outsourcing, by David 
Loukedelis. Victoria, 2004. https://www.oipc.bc.ca/special-reports/1271. 
 
Legislation and Regulations 

Document Disposal Act 
(1996): http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_96099_
01. 

Electronic Transactions Act 
(2001): http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_01010_
01. 

Freedom of Information and Privacy Protection Act 
(1996): http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/96165_00. 

Freedom of Information and Privacy Protection Act Regulations 
(2012): http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/foippa/155_2012.pdf.  

Personal Information Protection Act 
(2003): http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_
01.  

 
Legislative Reviews 

Legislative Assembly of British Columbia. “Enhancing the Province’s Public Sector 
Access and Privacy Law: Special Committee to Review the Freedom of Information and 
Protection of Privacy Act.” May 
2004. http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/foippa/2004ReportRecom
m-FOIPPA37-5.pdf.  

Legislative Assembly of British Columbia. “Special Committee to Review the Freedom 
of Information & Protection of Privacy Act Report.” May 

http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_96099_01
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_96099_01
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_01010_01
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_01010_01
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/96165_00
http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/foippa/155_2012.pdf
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_01
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_03063_01
http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/foippa/2004ReportRecomm-FOIPPA37-5.pdf
http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/foippa/2004ReportRecomm-FOIPPA37-5.pdf
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2010. http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/foippa/2010_sp_com_repo
rt_may31.pdf. 

Legislative Assembly of British Columbia. “Special Committee to Review the Freedom 
of Information & Protection of Privacy Act Report.” July 
1999. http://www.leg.bc.ca/cmt/36thParl/foi/1999/review_act.htm.  

Legislative Assembly of British Columbia. “Streamlining British Columbia’s Private 
Sector Privacy Law: Special Committee to Review the Personal Information Privacy 
Act.” April 2008. http://www.leg.bc.ca/cmt/38thparl/session-4/pipa/reports/PDF/Rpt-
PIPA-38-4-2008-APR-17.pdf.  

 
Additional Resources 

British Columbia Law Institute. “Report on the Privacy Act of British Columbia.” BCLI 
Report No. 49. February 2008. http://www.bcli.org/publication/49-report-privacy-act-
british-columbia. 

British Columbia Ministry of Citizens’ Services. Guide to the Personal Information 
Protection 
Act. http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/pipa/guidepipaview.pdf. 

Buchanan, Barbara. “The Personal Information Protection Act and You.” Bencher’s 
Bulletin, No. 4 (Winter 2009). http://www.lawsociety.bc.ca/page.cfm?cid=313. 

Levine, Sara A. “B.C. Civil Liberties Association Privacy 
Handbook.” https://bccla.org/privacy-handbook/main-
menu/privacy2contents/privacy2-4/. 

Office of the Information and Privacy Commissioner for British Columbia. A Guide to 
B.C.’s Personal Information Protection Act for Businesses and Organizations. Fourth 
publication. https://www.oipc.bc.ca/guidance-documents/1438. 

Office of the Privacy Commissioner of Canada. “Fact Sheets: Privacy Legislation in 
Canada.” https://www.priv.gc.ca/resource/fs-fi/02_05_d_15_e.asp. 

Office of the Privacy Commissioner of Canada. “Fact Sheets: Questions and Answers 
Regarding the Application of PIPEDA, Alberta and British Columbia’s Personal 
Information Protection Acts.” https://www.priv.gc.ca/resource/fs-fi/02_05_d_26_e.asp. 

Van Den Bulk, Jeannette. “Privacy and Access in British Columbia: B.C.’s Freedom of 
Information and Protection of Privacy Act.” March 
2011. https://www2.viu.ca/foipop/documents/privacy-and-access-in-bc.pdf.  

http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/foippa/2010_sp_com_report_may31.pdf
http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/foippa/2010_sp_com_report_may31.pdf
http://www.leg.bc.ca/cmt/36thParl/foi/1999/review_act.htm
http://www.leg.bc.ca/cmt/38thparl/session-4/pipa/reports/PDF/Rpt-PIPA-38-4-2008-APR-17.pdf
http://www.leg.bc.ca/cmt/38thparl/session-4/pipa/reports/PDF/Rpt-PIPA-38-4-2008-APR-17.pdf
http://www.bcli.org/publication/49-report-privacy-act-british-columbia
http://www.bcli.org/publication/49-report-privacy-act-british-columbia
http://www.cio.gov.bc.ca/local/cio/priv_leg/documents/pipa/guidepipaview.pdf
http://www.lawsociety.bc.ca/page.cfm?cid=313
https://bccla.org/privacy-handbook/main-menu/privacy2contents/privacy2-4/
https://bccla.org/privacy-handbook/main-menu/privacy2contents/privacy2-4/
https://www.oipc.bc.ca/guidance-documents/1438
https://www.priv.gc.ca/resource/fs-fi/02_05_d_15_e.asp
https://www.priv.gc.ca/resource/fs-fi/02_05_d_26_e.asp
https://www2.viu.ca/foipop/documents/privacy-and-access-in-bc.pdf
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